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1.1

General

Information Concerning these Instructions

e These instructions make it possible to use the product safely and efficiently.

¢ These instructions are an integral part of the product and must be kept on hand for the entire duration
of its service life.

e |ocal accident prevention regulations and national work safety regulations must be complied with as
well.

e The product is subject to further technical development, and thus the information contained in these
operating instructions may also be subject to change. The current version can be found at
www.wenglor.com in the product’s separate download area.

. INFORMATION

1.2

The operating instructions must be read carefully before using the product and must be kept on hand for
later reference.

Explanation of Symbols

e Safety precautions and warnings are emphasized by means of symbols and signal words.
* Safe use of the product is only possible if these safety precautions and warnings are adhered to.
The safety precautions and warnings are laid out in accordance with the following principle:

SIGNAL WORD

Type and source of danger!

Possible consequences in the event that the hazard is disregarded.
- Measures for averting the hazard.

The meanings of the signal words, as well as the scope of the associated hazards, are listed below:

A DANGER

This signal word indicates a hazard with a high degree of risk which, if not avoided, results in death or se-
vere injury.

This signal word indicates a hazard with a medium degree of risk which, if not avoided, may result in
death or severe injury.

/\ CAUTION

This signal word indicates a hazard with a low degree of risk which, if not avoided, may result in minor or
moderate injury.

NOTICE

This signal word draws attention to a potentially hazardous situation which, if not avoided, may result in
property damage.

1 — General | EP8C001 — IO-Link Master EtherCAT
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. INFORMATION

Information draws attention to useful tips and suggestions, as well as information on efficient, error-free
use.

1.3 Limitation of Liability
¢ The product has been developed in consideration of the current state-of-the-art technology, as well as
applicable standards and guidelines. Subject to change without notice.

¢ A valid declaration of conformity can be accessed at www.wenglor.com in the product’s separate
download area.

* wenglor sensoric elektronische Gerate GmbH (hereinafter referred to as "wenglor") excludes all liabil-
ity in the event of:

— Non-compliance with the instructions

— Use of the product for purposes other than those intended.
— Use by untrained personnel.

- Use of unapproved spare parts.

Unapproved modification of products.

* These operating instructions do not include any guarantees from wenglor with regard to the described
procedures or specific product characteristics.

¢ wenglor assumes no liability for printing errors or other inaccuracies contained in these operating in-
structions unless wenglor was verifiably aware of such errors at the point in time at which the operat-
ing instructions were prepared.

1.4 Copyrights

e The contents of these instructions are protected by copyright law.
e All rights are reserved by wenglor.

e Commercial reproduction or any other commercial use of the provided content and information, in
particular graphics and images, is not permitted without previous written consent from wenglor.
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For Your Safety

General Safety Instructions

A DANGER

High electrical voltage in the machine/system.

Death or serious injury from electric shock.
- Comply with the five safety rules of electrical engineering when working on the machine/equipment.

Protection of Persons and Property
According to DIN VDE 0105-100 - Operation of electrical systems — Part 100: General specifications

The Five Safety Rules

Protect against high voltage

1. Enable.

Secure against being switched on again.
Check that there is no voltage at all poles.
Ground and short-circuit.

o~ D

Cover or cordon off adjacent live parts.

Specialist Personnel
Only qualified and safety-technically instructed personnel may install, commission and operate the device.
You are qualified if you meet the following conditions:

* You have suitable electrical training.

¢ You have been instructed by the machine operator in the operation of the system and the applicable
safety regulations.

* You have access to the operating instructions and the manual.
* You are familiar with the safety standards of automation technology.
¢ You are familiar with the basic and technical standards applicable to the specific application.

Use of the Device

Observe all safety and accident prevention regulations during project planning, installation, initial startup,
operation and testing of the device.

When using aggressive media, check the material resistance.

INFORMATION

Only qualified personnel from wenglor Sensoric GmbH may perform interventions in the hardware and
software, with the exception of firmware updates.

INFORMATION

Only use a power supply unit that allows max. 60 V DC or 25 V AC in the event of a fault. It must comply
with SELV or PELV.

2 — For Your Safety | EP8C001 — |O-Link Master EtherCAT
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Safety Measures of the Machine Operator
* Follow the instructions in this manual.

¢ QObserve the test specifications in the operating instructions of all connected components.

2.2 Use for Intended Purpose

The EP8 family of devices are decentralized devices. They can be used in harsh industrial environments
up to IP67 degree of protection.

The intended operation of the devices and the degree of protection IP67 is only guaranteed if open plugs
and sockets are closed with locking screws.

Intended use also includes EMC-compliant electrical installation. The device is intended for use in indus-
trial environments. When used in residential or mixed-use areas, radio interference may occur.

When using the device in residential or mixed-use areas, observe the applicable standards.

Foreseeable Misuse

* Do not modify the device structurally, technically or electrically.

¢ Do not use the device outside the areas described in this manual, the technical data and the operat-
ing instructions.

¢ Do not use the device as a safety-related device. It does not comply with the relevant standards.
Safety functions of the system are not guaranteed!

e Switching the device outputs to the off state may not be used for safety requirements for the respec-
tive machine or system!

¢ Do not use the device outdoors or for permanent operation in liquids.
* Do not clean the device with a high-pressure cleaner.
* Do not use the device as a climbing aid.

Warranty and liability claims are forfeited if:
* the device is not used as intended,
e damage is due to failure to observe the manual and operating instructions,
¢ the personnel was/is not competent.
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3.1

Description

Device

EP8CO001

The 10-Link Master EP8CO001 is a compact EtherCAT device in a plastic housing with an IP67 degree of
protection.

Connection
2xM12 slots (D-coded) are available for connection to the EtherCAT.

Supply Power
The supply power is fed and looped via M12 Power (L-coded 5-pin).

10-Link

Furthermore, the device has 8xM12 |0-Link master slots (A-coded). The 10-Link masters (pin 4 C/Q) can
be parameterized independently of each other and can be used either in IO-Link or in SIO mode (DI, DO).

Additional digital inputs and outputs as well as a permanent 24 V supply are available for each slot (pin 2
1/Q).

Characteristics
e EtherCAT: AoE, EoE, FoE
e |P67 degree of protection
* Vibration shock tested

C € R;,S @ EE EtherCAT. Y
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3.1.1 Device Configuration

X0 ... X7  Digital inputs and outputs or IO-Link
M12 A-coded

0 Channel corresponds to Pin 4
Channel corresponds to Pin 2

Examples:
Channel 02 = Pin 4 Socket X2
Channel 16 = Pin 2 Socket X6

XD1 Voltage supply POWER IN,

XD1 XD2 M12 L-coded, 5-pin
XD2 Voltage supply POWER OUT,

M12 L-coded 5-pin
1 .

1 Rotary switch

XF1 XF2 XF1 EtherCAT port 1, M12 D-coded
XF2 EtherCAT port 2, M12 D-coded
2 Ground strap for functional earth
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3.1.2 Pin Assighments

M12 Socket, A-Coded

X0...X7
5 Pin 1 24V DC
3 TS 4 Pin 2 DI/DO
OO Pin 3 oV
2 1 Pin 4 DI/DO/IO-Link
Pin 5 oV

M12 Plug/Socket, L-Coded

POWER IN/OUT

XD1 ]
5 Pin 1 24V DC 5
o> Pin 2 oV o)
2 3 Pin 4 24V DC 3 2
Pin 5 .

M12 Socket, D-Coded

Port 1 / Port 2

XF1 / XF2
Pin 1 D +
1 00 25 Pin 2 RD +
2o 94 Pin 3 D -
Pin 4 RD -
Pin 5 Unused
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3.1.3 Display Units

BUS (ﬁF LNK1 ST LNK2 UA

HH H

RUN ACT1 ACT2 _POWI

X0 ... X7

LED digital inputs and digital outputs
or |0-Link

LED RUN
LED ERR
LED L/A1
LED L/A2
LED Status (ST)
LED POWER UA
LED POWER US

. INFORMATION

For more information on the behavior of the LEDs, see section “LED Display [» 71]".

3 — Description | EP8C001 — I0-Link Master EtherCAT
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4.1

Technical Data

Electrical data

Bus protocol EtherCAT
Connection M12, 4-pin, D-coded
Transmission speed 100 Mbit/s
Specification ETG.5001.6220 S
Supported protocol ADS over EtherCAT AoE

CANopen over EtherCAT CoE

Ethernet over EtherCAT EoE

File access over EtherCAT FoE
Diagnostics function EtherCAT state machine ESM

Emergency messaging EMCY
SYNC manager 4
FMMU 8

OPC UA Server

OPC UA Server

According to “IO-Link Companion Specification”

Yes

Transport

UA TCP, UA Secure
Conversation,
UA Binary Encoding

Server profile

Micro embedded device

Protocol OPC UA TCP

User access Read access only Anonymous
Read and write access Username/password

Number of sessions 2

Number of subscriptions 2

per session

Number of “Monitored 20

ltems” per session

Minimum publication inter- 100 ms

val

Maximum number of ses- 5

sions/clients

Data coding UA binary

Energy monitoring Current and voltage Yes

Temperature monitoring Yes

MQTT Client
Client services Publish
Protocols Via TCP MQTT
Topic size Individually per MQTT publication < 256 bytes
and
Common topic prefix of the associated MQTT con- |< 256 bytes

nection

4 — Technical Data | EP8C001 — I0-Link Master EtherCAT



MQTT client

Topics - Printable UTF-8 string
- ZERO-terminated
- Multi-byte encoding
(MBCS)
- Payload: JSON

Will Topic < 256 bytes

Quality of service QoS 0, QoS 1 and QoS 2

IP standard IPv4

Port 1883 (standard) MQTT unencrypted

MQTT standard V3.1.1

JSON, MQTT JSON integration for IO-Link V1.0.0 Yes, via REST API and
MQTT

Energy monitoring Current and voltage Yes

Temperature monitoring Yes

Restriction

The service “Subscribe”
not supported

HTTP HTTP/1.1
Port 80

Connections

Via TCP

<8 simultaneous connec-
tions. A connection is be-
ing edited.

JavaScript

Required

HTTPS

Not supported

REST API

Standard According to “JSON Integration for I0-Link, Version |Yes
1.0.0, Mar 2020”
https://io-link.com/share/Downloads/IO-Link_Inte-
gration/JSON_Integration_10222_V100_-Mar20.zip
Protocol HTTP
User access Read access only Anonymous
Read and write access Username/password

Authentication

According to RFC 7617

HTTP Basic Authentica-
tion

Supported endpoints

Refer to product manual

10-Link

Operating voltage 10-Link 24V DC
devices

Voltage range I0-Link de- 20...30V DC

vices

Transmission speed

COM1 / COM2 / COM3

Standardized Master Inter-
face (SMI)

See |0-Link specification

Transmission speed de-
tection

Automatic

4 — Technical Data | EP8C001 — I0-Link Master EtherCAT
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Supply Power

Operating voltage US 24V DC
Voltage range US 18..30 V DC
When using 10-Link 20.3..30 V DC
Operating voltage UA 24V DC
Voltage range UA 18..30 VDC
Sensor current US < 40 °C (see derating) <16 A
Actuator current UA < 40 °C (see derating) <16 A
Current consumption In idle <0.18 A
Reverse polarity protection Yes
for US and UA
Reverse polarity protected Yes
Connection M12, 5-pin, L-coded
Cable cross section Current per supply <12 A > 1.5 mm2
Current per supply >12 A > 2.5 mm2

Sensor power supply Per port, <40 °C (see derating) <2 A load
Automatic start
Total current sensor sup- |< 40 °C (see derating) <10 A

plies

Filter time

0 ... 15 ms + tcycle,
configurable

Delay time at signal
change

2..5ms

Input characteristics EN 61131-2 Type 1 + Type 3
Short-circuit protection MOSFET with current
sensor supply measurement
Connection M12, 5-pin, A coded
Cable cross-section M12 < 0.75 mm2

Cable Length <30m

Total current Per port <4A

Output (DO)

Output current DO (UA) Per pin, <40°C (see derating) <2A

Total current outputs < 40 °C (see derating) <10 A

Switching frequency <50 Hz

Actuator short-circuit pro- MOSFET with current
tection measurement
Connection M12, 5-pin, A coded
Cable cross-section M12 < 0.75 mm2

Cable Length <30m

Total current Per port <4A

4 — Technical Data | EP8C001 — I0-Link Master EtherCAT
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Derating

Sensor Current US/Actuator Current UA

-30 20 10 0 10 20

50 60 70 T[C]

Derating Total Current Sensor Supplies/Total Current Outputs

-30 20 10 0 10 20

50 60 70 T[C]

Derating Current per Sensor Supply/Output

1Al

-30 20 10 0 10 20

50 60 70 T[C]

4.2 Ambient Conditions

Ambient temperature —40 °C ... +70 °C

Storage temperature Provide for acclimatization for ini- |—40 °C ... +85 °C
tial start-up

Transport temperature Provide for acclimatization for ini- |—40 °C ... +85 °C
tial start-up

Relative humidity < 95%

Installation altitude Above normal height < 3,000 m

Mechanical Characteristics

Vibration testing

EN 60068 Part 2—6

10 ... 58 Hz, oscillation range
0.35 mm,
58 ..150Hz 20 g

Shock test

EN 60068 Part 2—27

50 g, duration 11 ms
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4.3

4.4

4.5

Degree of protection EN 60529 IP67

Protection class Using a SELV or PELV power sup- |lll
ply

Pollution degree 2

EMC Interference Emission

Radio interference field strength  |EN 55016-2-3 Compliant
housing

EMC Interference Immunity

Electrostatic discharge (ESD) EN 61000-4-2 Compliant

High frequency electrical fields EN 61000-4-3 Compliant

Fast transients burst EN 61000-4-4 Compliant

Surge voltages EN 61000-4-5 Compliant

Conducted HF EN 61000-4-6 Compliant

Voltage dips EN 61000-4-11 Compliant

Protection

Overvoltage protection Yes

Overload protection device supply |To be ensured by load circuit Yes
monitoring

Reverse polarity protection device Yes

supply

Short-circuit protection sensor Electronic

supply

Short-circuit protection output Electronic

Protective circuit input Internal Suppressor diode

Mechanical Data

Material Data

Housing material | |P|astic

Mounting Data
Weight Net 470 g
Dimensions LxWxH 225.4 x 63 x 36 mm

Conformity, Approvals

Conformity, Approvals

Product standard EN61131-2 Compliant
Programmable logic controllers
part 2

CE 2014/30/EU Compliant
2011/65/EU

UKCA Compliant

4 — Technical Data | EP8C001 — I0-Link Master EtherCAT 1
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Conformity, Approvals

EMC 2014/30/EU Compliant
REACH No. 1907/2006 E201820
WEEE 2012/19/EU Compliant
UL E201820
RoHS 2011/65/EU & 2015/863 Exception 6¢c&7a
China RoHS SJ/T 11364-2014 25 EPUP
Hazardous substance (EE#H)

Lead Cadmi Hexavalent Polybrominated | Polybrominated

t@ P;;F’:;;; (:1) = l\{l:r;u;y (Zdr)m%:m Chromium biphenyls diphenyl ethers
i s e " lcrom) ~p | (PeB) 2B | (PBDE) £ mBeER

Component part PCB ! ?

X 0] 0] 0] 0 0
BEERS ENRIBIEIR
Connection Terminal / Screws / Housing®

X 0 0] 0] 0 0
BT 1T/ N

26572.

X: RRZAEVEIEEREB D FWES —EHEMREEERIBIZGB / T26572E R HRF.

O: Indicates that the content of the harmful substance in all homogeneous materials of the component part is below the limit defined in GB/T 26572.
0: RUAZE TYEEERBOHIFTEHEM RIS SENIRGB/ T26572E £HIRE,

X: Indicates that the content of the harmful substance in at least one homogeneous material of the component part exceeds the limit defined in GB/T

Used IP Ports

INFORMATION

There is no fixed or configurable port for the MQTT client. If MQTT client is activated, it is assigned to the

next free port of the IP stack.

TCP port 80

Integrated web server

TCP port 4840

Integrated OPC UA server.

Port can be re-configured at runtime: netPROXY Object "OPC UA
Server - Component Configuration"

4 — Technical Data | EP8C001 — I0-Link Master EtherCAT



5 Installation

5.1 Prerequisites

Prerequisites for installation:

¢ Flat mounting surface for mechanically stress-free mounting.

e Provide suitable grounding.

¢ Suitable installation location with regard to vibration and shock load, temperature and humidity (see

section 4 “Technical Data”).

e Protected to prevent the connection cables from being torn off by personnel or equipment.

5.2 Dimensions

25

/?

&

@) @) @
=Y
@l @ @ @ |

200
209,4
2254

|
|

== B8

Dimensions in mm (1 mm = 0,03937 Inch)

23

36
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5.3

Mounting Clearance

)
)

|
|

>3

Distance in mm

INFORMATION

For proper installation and improved heat dissipation, we recommend maintaining a minimum distance of
3 mm when mounting the 10-Link Master.

INFORMATION

A minimum distance of 50 mm must be maintained when using angled plugs.

Installation of the Unit

NOTICE

Material damage due to incorrect installation.

The mounting screws and tightening torques depend on the subsurface of the installation site.
1. Use mounting screws according to the condition of the mounting surface.
2. Tighten the screws carefully. The specified tightening torques must be observed.

NOTICE

Material damage due to misuse.

Do not use the equipment as a climbing aid. Misuse may cause the devices to tear off or otherwise be
damaged.

- Mount the devices in such a way that they cannot be used as climbing aids.
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Secure the device. Dimensions in mm (similar to figure)
M6: 3 Nm torque
M4: 1.2 Nm torque

Mount the device in the specified order:

1. Slightly tighten the second M4 screw.

Align the housing.

Slightly tighten the bottom M4 screw.

Tighten the M4 screws according to the torque.

o~ 0D

Ground the device: Fasten ground strap (Functional Earth [» 21]).

. INFORMATION

The mounting screws and nuts are not included in the scope of delivery.
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5.5 Functional Earth

. INFORMATION

Note

Fasten the ground strap with a conductive screw.

=)

B ’
PN

TTRXR
G
XSRS
QKU
RS

X

M4 tightening torque 1.2 Nm

5.6 Addressing Cover

Attaching the addressing cover

M3 tightening torque 0.8 Nm

. INFORMATION

Information on setting the rotary switches can be found in section Adjusting the Rotary Switch [» 23]

5 — Installation | EP8C001 — IO-Link Master EtherCAT 21



6.1

Installation

Installing the Unit Electrically

A i DANGER

High electrical voltage in the machine/system.

Death or serious injury from electric shock.
- Comply with the five safety rules of electrical engineering when working on the machine/equipment.

Protection of Persons and Property

A\ Awarane

/A

A

Risk of fire due to short circuit.
Supply lines and/or devices damaged by a short circuit can overheat and cause fires!
- Provide intelligent current monitoring or fuse. The fuse must be rated for max. 9 A.

/\ CAUTION

Loss of function due to improper installation.
Failure to observe this may result in damage to property and personal injury.

- Only install cables and accessories that comply with applicable safety and electromagnetic compati-
bility requirements and regulations, and if applicable correspond with any telecommunication termi-
nal devices and their specifications.

/A CAUTION

Hot interface.

Slight bodily injury due to contact with the surface and damage to the equipment.
1. Wear suitable heat-resistant gloves.
2. Only use thermally suitable connection cables.

NOTICE

Damage to the machine/system due to improper switching on of the voltage
sources.

When switching on the device with separate actuator and sensor, the function of the digital inputs and out-
puts is not guaranteed.

- Always switch on the voltage sources in this order:

1. Switch on sensor voltage.
2. Switch on the actuator voltage.
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6.1.1

. INFORMATION

Only use a power supply unit that allows max. 60 V DC or 25 V AC in the event of a fault. It must comply
with SELV or PELV.

Adjusting the Rotary Switch

. INFORMATION

Each participant must have a clear and unique IP address in the network.

x 100 x 10

x 1

Og’ﬂ

ek

9¢4

w@r’

907

9%

999
x1 rotary switch (one)

Address range 1 ...

x10 rotary switch (tens)

x100 rotary switch (hundreds)

Position/ |Web OPC UA MQTT Description
Range server

Normal operation

EtherCAT ID can be
assigned via Mailbox
(Explicit Device ID).

1..99 Sl Sl Bl S EtherCAT ID EtherCAT ID is set to
the rotary switch
value.

100 ... 910 |-** ** ** ** Reserved**

911 Deacti- |Deactivated |Deactivated |Deacti- Secure mode Fieldbus communica-

vated vated tion in normal opera-

912 xx Deactivated |Deactivated |Deacti- lloT-mode deacti- tion.

vated vated

913 Deacti- |Deactivated |-** - Web server and

vated JSON disabled

914 Activated |Activated Activated Activated |Activates all lloT pro-

tocols and the web
server.

915-978 |-** Reserved**

979 Activated |Activated Deactivated |Deacti- Reset to default set- |Procedure only for

vated tings this rotary switch po-

sition:
1. Disconnect the

unit from the
voltage supply.

2. Set switch posi-
tion 979.

3. Connect the
power supply.

4, Wait until reset is
complete.

e ST LED flashes
green: Device is re-
setting.
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Position/ (Web OPC UA MQTT Description
Range server

e ST LED lights up
green: Reset is com-
plete. ST LED dis-
play, see 9.1.5 “LED
Display Status”

1. Disconnect the
power supply.

2. Switch position
to 000 or an-
other desired po-
sition.

3. Connect the
power supply.

980-999 - - - - Reserved*

INFORMATION

* Note

Reserved switch positions have no fieldbus communication, see LED Display [» 71]

INFORMATION

** Note

The last protocol setting is retained.

Service Setting

The switch positions 911, 912 and 913 switch off the services of the device marked in the “Set Address”
matrix. In these switch positions, the device starts normally with the previously set address configuration
and has no function restrictions, except for the services deactivated by the switch position. The services
deactivated as a result could not be activated again by other means, e.g. the configuration data of the
control system.

Switch position 914 reactivates all services. Here too, the function of the device is not restricted.
1. Connect the power supply.

2. Disconnect the power supply.

3. Set original address.

Setting the Address

INFORMATION

Rotary switches are only re-adopted in the event of a power reset!

Disconnect the device power supply.
Remove the addressing cover.

Set a unique address.

Mount the addressing cover.

o s~ b=

Connect the power supply.

The tightening torques can be found in section Addressing Cover [» 21]
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6.1.2 Sensors and Actuators

Connect the M12 Socket

Tightening torque 0.6 Nm

The pin assignment of the slots can be found in section “Pin Assignments [> 10]”

. INFORMATION

Feeding in an external ground via the M12 sockets can lead to errors.
- Do not feed any external ground into the device via the M12 sockets.

. INFORMATION

The cable length of the sensor and actuator cables is limited to 30 m.

Sensor Power Supply
e Sensors can be supplied with power via pin 1 (24 V) and pin 3 (0 V) at the M12 sockets.
e The maximum permissible current for supplying the sensors is 2 A per M12 socket.

¢ |n the event of an overcurrent or short circuit, the connected wire or sensor must be removed from
the M12 socket.
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Status of 10-Link Communication

The device supports IO-Link communication at the following speeds:
e 4,800 baud (COM 1)
e 38,400 baud (COM 2)
e 230,400 baud (COM 3)

. INFORMATION

The device automatically selects the correct transmission speed for the 10-Link device.

. INFORMATION

The cable length for IO-Link connection is limited to max. 20 m.

6.1.3  Power Supply

Connect the M12 Plug POWER IN

14

Connect M12 Socket POWER OUT

41

Example connection M12 POWER
Tightening torque 0.6 Nm

The pin assignment of the slots can be found in section “Pin Assignments [» 10]”
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6.1.4 EtherCAT Communication

Connect the M12 Socket

17275\2
0005
PNIZL

Example connection M12 BUS
Tightening torque 0.6 Nm

The pin assignment of the slots can be found in section “Pin Assignments [» 10]”

6.2 Ensure Tightness (IP67)

/\ CAUTION
Leaky housing

Personal injury and material damage due to the ingress of conductive liquids in the event of device failure.
- Seal unused plugs and sockets.

Connection Lines

Connection lines

Tightening torque 0.6 Nm
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7

/A

A

7.1

711

Initial Start-Up

/A WARNING

Danger of burns!

It is forbidden to loosen or make electrical connections during operation. Failure to observe this rules re-
sults in a risk of arcing, which can cause burns.

- Switch off the power supply to the unit

/A CAUTION

Uncontrolled processes

Property damage and personal injury due to incorrectly performed initial start-up phases (e.g. initial com-
missioning, re-commissioning and in the event of changes to the configuration).

- Always perform initial start-up in this order:

1. Switch on the device.
2. Inspection and approval of the system by an expert.
3. Start up.

/\ CAUTION

Malfunctions in the residential area
Equipment of EMC class A may cause interference in residential areas.
- The operator must take appropriate measures

EtherCAT

Components

An EtherCAT network consists of at least the following components:
e 1 EtherCAT master
* 1 or more slave participants
e Ethernet lines and plugs for connecting the participants

Integrate Device into Beckhoff TwinCAT V3

The configuration and system integration are shown as an example for connecting the device to a Beck-
hoff TwinCAT controller with the “Twin-CAT® System Manager”. The exact procedure depends on the
project planning software used.

If other controls and project management software are used, refer to the corresponding documentation.

Install ESI Files

Use the import function.

1. Download the ESI files from the website www.wenglor.com.

2. Copy the ESI file to the “TwinCAT” directory.

Default path: C:\TwinCAT\3.1\Config\lo\EtherCAT

The installed devices will be available the next time the TwinCAT System Manager is started.
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7.1.2

Add a Device

The device can be added either by automatic scanning or manually.

INFORMATION

Before connecting devices to the EtherCAT network, the EtherCAT system must be in a safe, de-energized
state.

Scan Device Automatically

Solution Explorer
Qe o a| L=

Search Solution Explorer (Ctrl+ )

537 Solution 'EPRCO01 (1 project)
4 i epacool
b @l SYSTEM

ANALYTICS

« Eio
4 %% Devices
4 &3 Device 2 (EtherCAD

2% Image 1 Add New Item... Ins
2% Image-nfo | % Add Existing tem... Shift~AlteA

b 2 SyncUnits X Remove Del

b Inputs

» W Outputs E1 Rename

b @ InfoData Change Netld..

» I Box1 (EPSC Save Device 2 (EtherCAT) As...

&%) Mappings
Append EtherCAT Cmd

Append Dynamic Container
Online Reset
Online Reload
Online Delete
¥ Scan
Change Id.. b
Change To »
I Copy Ctil+C
X cut Ctrl+X.
Paste sV
Paste with Links

|l Independent Project File

o Disable

1. Switch on the operating voltage and start the TwinCAT System Manager in “Config mode”.
2. Switch on the supply voltage.
3. Scan the device.

Add Device Manually

Solution Explorer
@i o-a|s=

Search Selution Explorer (Ctrl+a)

fa] Solution 'EPBCO0T’ (1 project)
4 i epscom
b (@l SYSTEM

*B image | i‘a Add New Item... Ins
*B |mage-info 0 Add Existing ftem... Shift+Alt+A
P _’9' SyncUnits X Remove Del
b L Inputs Rename
i : E:;E:t: Change Netld... ‘
23 Mappings Save Device 2 (EtherCAT) As... ‘

1. Switch on the operating voltage and start the TwinCAT System Manager in “Config mode”.
2. Switch on the supply voltage
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7.1.3

Attach Device to Tree Structure

Insert EtherCAT Device X
Search: ‘ EP&COn Mame: Box 2 Multiple: |1 3
Type: | B B wenglor sensaric GmbH Cancel
&g EPsc
L. EPBCOM ot
A
i}
@B Ethernel]
C
[] Extended Information [ Show Hidden Devices Shaw Sub Groups
[ Check Connectar [ Show precenfigured Dievices [SCI)

1. Select device.
2. Click OK

Necessary Adjustment on the Device

After automatic scanning or manual adding, the device appears in the TwinCAT tree structure

Generd BheCAT O ProcessDats Pe  Sos | Samp CoE-Onine Aof-Onine Diag sy Onine
p-
Nome [Box T Ereco0n) o i
4 Ojectis:  [663020001
b s e [
& MoToN
e Coment
B sarery
o
il Anamcs
o
“% Devices
P [Closabes .
K Name Oniine Tpe Sie | >Addr. InOut UserlD Linkedto
, #1PD QPin2- C unT 0 30 g 0
3 %1 New Mesage A BT o 40 et 0
T # St USNT 10 @0 mpr O
b\ Box 1 (E26CT01) # Stte USNT 10 @0 w0
3, Mappings = Stae USNT 10 40 i O
# Stte USNT 10 450 s O
# St USNT 10 40 i O
# St USNT 10 40 i O
# St USNT 10 480w O
= St USNT 10 40w O
#l Westate e o1 T21 pwt 0
# InputToggle & o1 1241 gt 0
# St unT 20 1480 gt 0
# Adsaddr AMSADDR 80 1500 Input 0
# AceNetla AMSNETD 60 150 Iput 0
P (/QPin2 - C. UNT 0 30 Ouput 0

Explicit Device ID

Explicit Device ID is used for the EtherCAT function HotConnect. Device offers two ways to set the “identi-

fication value”:
1. via rotary switch
2. by writing the E?PROM

Set the Identification Value Using the Rotary Switch

Set the identification value on the EtherCAT tab.

This value is used for comparison with the value set with the rotary switches.
foonipor R R |

o
PRI Generd BheCAT O ProcessData P Sois  Satup Cof-Onine Aok -Onine Diag Hory  Onine
) -

e ==

P Rovson: @271

Mowordd [0

\dencsionVake: [0 5

Prevous Pot; SRR

faes
b &t Box 1 (EPSCOOT)
& Moppings

1. Select EtherCAT device EP8C001.
2. On the EtherCAT tab, select the “Advanced Settings” option.
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Erweiterte Einstellungen

Timeout Einstellunger

FMMU/ SM
Init Kommandos.
- Mailbox

Distributed Clock
ESC Zugriff

Identifikation

Idertfication ADO
Okene

(O Corfigured Station Alias (ADO 0:0012)

© Explicit Device Identfication (ADC (x0134)

(O Data Word (2 Bytes)

Wert:

AOpe B0

-

1. Under Identification, select > Explicit Device Identification.
2. Set the address under “Value”.

Erweiterte Einstellungen x

= Allgemein Verhalten
Verhahten i

Timeout Einstellungen

Identifikation 18 Vendor s priden
FMMU/SM 18 Frodukicode prifen
Init = -
& Mailboc
- Distributed Clock -
) ESC Zugriff () Seriennummer priden
Prozesadsten
(I RDAYR statt AW rutzen
18 WC State Bafs) einfiigen

(] Frame Repeat Suopot

18 futo Viiederhersiellung des Status
(D) Warten, cb WeState OK
(8 Reint nach Kommunk stonslehler
8 Kommunkationsandenungen loggen
Final State
oor () SAFEOP in Korfig Modus
()SAFEQF (OPREOP  (JINIT
Info Daten
8 St erfisgen
1B Ads Advesse eirfigen

(C Ungiitige: Engangsd. lischen (8 AoE Netld exfiigen
[WETTC] O

(0)10C Shit Times enfiigen
(C)Cbield d sirfizgen

Watchdog

() Mutipher setzen (Reg. 4000)

(I PDI Watchdog setzen (Reg. 410n):
(] 5M Watchdog setzen (Reg. 420h):

OK Abbrechen

Under General > Behavior, check the “Check identification” checkbox.

Then click OK.

Switch off the device and set the same identification value with the rotary switches.
Switch the unit on again.

ok~ b=

Compile project and download to PLC.

Set Identification via E2 PROM

Set the identification value on the EtherCAT tab.

This value is used for comparison with the value set in the E2PROM.

|o-&| K= Genecsl BhCAT O ProcessData P Sots  Satup CoE-Onine | Aok-Orine  Diag Heory  Onine
s < (Cute) £x f—
n 'EPBCO01" (1 project) e
4 epecont Froduct Revison n
¥ svstem Moversw [
@ =
i ric hecATra O [E@ Advanced Seting
{8 sareTY Identification Value: |0 >
Cov Previous Por: Master
& Anavmes.
v
ice 2 (EtherCAT)
y
y
b O ts.
b @ Infobata p—
bt Box 1 (EPECO0T)
3% Mappings

1. Select EtherCAT device EP8C001.
2. On the EtherCAT tab, select the “Advanced Settings” option.
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Enweiterte Einstellungen x

Allgemein Identifikation
Verhalten
Timeout Einstellunger 'dertfication ADO
O Keine
FMMU/ SM O Configured Station Alas (ADO e0012)
Mailbox
- Distributed Clock (O Data Word (2 Bytes) ADOthex)  Be0134
ESC Zugrift
Wert: =

Abbrechen
1. Under Identification, select > Explicit Device |dentification.
2. Set the address under “Value”.

Aligemein Konfigurierte Station Alias
Verhaiten
Timeout Einstellunger  Atusher Wert EPROM) !
Identifikation

Adueher West (egister} 1

FMMU / SM
Init Kommandes Heuer Weat 1 2l | schvebendasEPROM
§- Mailbex Tower cyoe maurei 0 regEE)

# Drstnbuted Clock
& ESC Zugriff
& EPROM
Kanfigurients Stati

‘erweitente Verbing

Seat Vimwe TeXaeShell %
Hex Editor

FPGA

Memory Funition erfolgreich ausgefanrt

Cox

oK Abbrechen

1. Select configured Station Alias.

2. Set the same identification value as previously set under New value.
3. Click Write to E2PROM.

The value address is saved in the E°PROM.

Erweiterte Einstellungen x

= Allgemein Verhalten
Verhahen

Timeout Einstellungen

Identifikation 180 Vendor s priden 1B futo Viiederherstelung des Status
FMMU 7 SM 18 Frodukicade prifen [ Watten, ob WoState OK
_— [a] o B Rt nsch Konmunk sionsletier
= Disrbted Clock 8 Karmunikaionsandenungen loggen

& ESC Zugrff 0 Sererrummer priden r——
oor () SAFEOP in Korfig Modus
Prozessdaten (SAFEOF  (DPREOP  (O)INIT
(I RDAYR statt AW rutzen \éo Daten
18 WC State Btjs) einfiigen B St eifingen
(0] Frame Repsat Suopot 8 Ade Advesse erflgen
() Ungiitige Engangsd. lbschen 18 Ao Netld eviigen
Osmeoo O
Hgemen ()DC Shit Times erfigen

Kein Autolne - 2. Ad. () Cijekt Id sifisgen

MNur Autoln - Keine fi
Watchdog
(] Multpher setzen (Reg. 40Ch)
(I PDI Watchdog setzen (Reg. 410n):
(] 5M Watchdog setzen (Reg. 420h):

Under General > Behavior, check the “Check identification” checkbox.
Then click OK.

Switch the unit on again.

Compile project and download to PLC.
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71.4 AoE

The master device supports reading and writing of 10-Link parameters via AoE (ADS over EtherCAT).

The acyclic communication to the 10-Link device is executed via an ADS command. The required ADS ad-
dress consists of the NetlD and the 10-Link master port number.

AoE NetID
The master device receives its own AoE NetlD for communication with the IO-Link master part.
NetlID is assigned by the configuration tool under:

* Box n 54632 or Box n 54612 > EtherCAT tab > Advanced Settings > Mailbox > AoE > Netid.

o] [ trecren

10-Link Master Port Number

The individual 10-Link ports of the master device are assigned via the port number. The port numbers are
assigned ascending from 0x1000 (4096dec).

The following applies to the IO-Link master:

Socket —————Jportnumber ——— Hex oo |
X0

1 0x1000 4096
X1 2 0x1001 4097
X2 3 0x1002 4098
X3 4 0x1003 4099
X4 5 0x1004 5000
X5 6 0x1005 5001
X6 7 0x1006 5002
X7 8 0x1007 5003

ADS Index Group

In the 10-Link EtherCat integration xyz, the index group for the ADS command was set to 0xF302, as with
the CoE.

ADS Index Offset

The index and sub-index addressing of the |O-Link request is stored in the index offset. The index offset
has a length of 4 bytes. The display is laid out as follows:

e 2 byte index
e 1 byte reserved
* 1 byte subindex
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When reading out subindex 0x20 (32dec) of index 0x40 (64dec), index offset 0x00 40 00 20 is required:

~ 4 x| EPaCODt = X

General| BheCAT DC  ProcessData Pio  Sets  Satup CoE-Orine AoE-Onine Diag Hstory Onine

£ T
s [EEEEE]
] |
— s [T ]
— |
B
O
P
o] [was | [t
> @ InfoData Online Type. Size >Addr.. In/Out UserID Linked to
BN o2 om0 w0
wpping o il p
b2 5000 Mappig o few isges Avisie O
3 “&PDO Mapping of Status Data Input
b W RiPDO Mapping of Digita Outputs ST 0080 gt 0
- UNT 10 w0 s o
- v 1o 50w o
o e e O
w0 0w o
unr 1o 0w o
w0 0w o
st o s w0
 parosse oo e a0
e oz s o
 hisnas SO0 80 1500w O
2 oot ASNETO 80 10w O
= mare-c. unr 2o w0 osu o

715 EoE

The device supports EoE (Ethernet over Ethercat).
To configure TwinCAT accordingly, select “Advanced Settings” in the EtherCAT tab.
* “EtherCAT®” tab > Advanced settings > Mailbox > EoE
A valid DNS name must be entered first and then a valid IP address.
| Advanced f.ettings x

- General EoE
=) Mailbox

1 Virtual Ethemet Port
Virtual MAL Id: 02010520039
() Switch Port
®) IP Port
() DHCP

® IP Address
Subnet Mask:
Default Gateway:
DNS Server: [ - ]

DNS Name: Box_1__EPBCO01_

Distributed Clock
- ESIC Access

[ Time Stamp Requested

Apbrechen

EoE

Virtual Ethemet Port
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. INFORMATION

The “EoE” function is activated at the factory. The function can be deactivated by selecting “Virtual Ether-

net Port”.

7.1.6 Firmware Update via FOE

Prerequisites:
e TwinCAT V2 or V3

e Existing TwinCAT configuration including the EtherCAT slave to be updated.

Firmware Update (with TwinCAT V3)

Solution Explorer

escort - > [

@ & '| - T ‘ ﬁE| General EtherCAT DC Process Data  Plc Slote  Statup CoE-Online AcE-Online Diag History Online
Search Solution Explorer (Ctrl+ua) P - State Machine
fad Solution 'EPBCODT' (1 project) Int Bootstrap
< o - - R
b SYSTEM re0p =Op !
MATION & — Requested State: l:l
[ pLC
EC-AFEI'V DLL Status
& Anarvmes Port &: l:l
4 *‘é Devices Foit C:
4 = Device 2 (FtherCAT)
jg Image Fart D
j: Image-Info
b : SyncUnits File Access over EtherCAT
b0 Inputs Upload...
b [ Outputs
I [ InfoData
b Box 1 (EPBCODT)
&’ Mappings
Download Firmware Update
1. Select file type All Files (*.*)
2. Download “fwupdate.zip” file
3. Click Open.
i@l Sffnen *
= v A « Downloads » fwUpdate v fwlpdate durchsuchen ye
Organisieren + Meuer Ordner fz= «  [TH o
L -
Mame Anderungsdatum Typ Grofe
; EPBC001_10501177_1.07.01-V-00_tb5_x_14 11.12.2024 11:35 ZIP-komprimierte... 13.058 KB
Dateiname: ~ | |All Files {*.*) |
Offnen Abbrechen

Enter FOE Name

1. Enter the FOE name “fwupdate.zip” in the String button.
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2. Then click OK.

FoE Name Bearbeiten X
String: fwupdate.zip 0]

Hew: G677 75706461 7465 2E 7ABR 70 Abbruch
Lange: 12

Fasswort (hex): oooonon

. INFORMATION

Please wait until the download is complete (approx. 1 minute). TwinCAT does not update the screen while
the download is active.

Open Firmware Update
Click on the CoE - Online tab.

2. Scroll down to the object “5FFE:0 Update Firmware” and open the sub-object “5FFE:01 Reset and
Update FW immediately”.

3. Double-click on sub-object “5FFE:01 Reset and Update FW immediately”, reset and update firmware
immediately.

54632 +# X

[}sﬁllgemein EtherCAT DC Prozessdaten SPS  Slots Startup CoE-Online AoE - Online Diag Historie Online

Update Liste []Auto Update Single Update [_]Zeige Offline Daten
Erweitert... | |
Index Mame Flags Wert Einheit
+-- 2270:0 10-Link Port X7 Mailbox RO >4 <
+--3000:0 Digital Input and Status Data RO »2<
+--3001:0 Digital Qutput and Status Data RO >2<
- 5FFE:0 Update Firmware Wwo >1<
5FFE: Reset and Update FW immed... WO
5FFF Resetto Factory WO
+-- 6000:0 10-Link In Port X0 RO >1<
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Input Value

1. Enter any value from 1..255.
2. Then click OK.

Set Value Dialog x
Dez: |1| | | (0] |
Hex |0x01 | Abbruch

Huq} | |

Boaol: 0 1 Hex Edit. .

Bindr. [ | ]

BitgriiRe 1 @s O16 O3 Oe4 OO0

Start Firmware Update
Device starts firmware update.
All status LEDs on the front are off.

After less than one minute, the device starts with the new firmware, see CoE object “100A Manufacturer’s
software version”.
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8 Configuration/Setting

8.1 Configure 10-Link Master

Structure of the 10-Link Master

The 10-Link master is a modular device with 8 slots.

. INFORMATION

Each individual slot corresponds to an M12 socket pin 4.

A number of process data (buffer size) can be assigned to the slot. The connected device specifies the
length of the process data at a port.

e Select the correct module depending on the connected device.

Solution Explorer R EPRCO01T & X
m ﬂ T | YG) = | ﬁ IEI General EtherCAT DC Process Data Pl Slots  Statup CoE-Online  AoE-Online  Diag History  Cnline
Search Solution Explorer (Ctrl+) P~
fa) Solution 'EPBCODT’ (1 project) Slet Modue Moduleldert
4 lh] EP2CODT @ 10-Link Port X0 10L_32/32_1/0-Bytes 00002020 <
b ﬂ SYSTEM @ 10-Link Port X1 10L_32/32_1/0-Bytes (00002020
MOTION @ 10-Link Port X2 10L_32/32_/0-Bytes (00002020 X
pLC @ 10-Link Port X3 10L_32/32_1/0-Bytes 00002020
SAFETY @ 10-Link Port X4 10L_32/32_1/0-Bytes 00002020
ﬂ Cos @ 10-Link Port X5 10L_32/32_/0-Bytes (x00002020
@ 10-Link Port X6 10L_32/32_1/0-Bytes 00002020
ANALYTICS @ 10-Link Port X7 10L_32/32_1/0-Bytes 00002020
4 170
4 *f'g Devices
4 == Device 2 (EtherCAT)
j: Image
jg Image-Info
b : Synclnits
3 Inputs
P B Outputs
P [ InfoData
b [R] Box 1 (EPSCO0T)
&' Mappings

Slot Devices

Slot devices are structured according to the following scheme:

I

IOL_x/y_I/O-Bytes Number of process data used for I0-Link device.

The number should be equal to or greater than the process data length of the
|O-Link device.

e x: Input Data
e y: Output data

Digital IN Input pin 4
Digital OUT Output pin 4
Slot deactivated If pin 4 on slot is not used.

Module Overview

Slot empty
Digital_IN
Digital_OUT
IOL_1/0_1/O Byte
IOL_2/0_1/0 Byte
IOL_4/0_1/0O Byte
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8.2

IOL_8/0_1/0 Byte

IOL_16/0_1/O Byte

IOL_32/0_1/0 Byte

IOL_0/1_1/O Byte

IOL_0/2_1/0 Byte

IOL_0/4_1/0 Byte

IOL_0/8_1/0 Byte

IOL_0/16_1/O Byte

IOL_0/32_1/0 Byte

IOL_1/1_1/O Byte

IOL_2/2_1/0 Byte

IOL_4/4_1/0 Byte

IOL_8/8_1/0 Byte

IOL_16/16_1/OByte

IOL_32/32_1/OByte

Configure 10-Link Master Parameters

The “Startup” tab can be used to set the parameters of the module and the individual ports.

Solution Explorer AR Bl EPCODT & X
fah & '| ©-d | ﬁ|E| General EtherCTAT DC Process Data Pl Slots  Statup  CoF -Ornline  AoE - Online  Diag History  Online
Search Solution Explorer (Ctrl+a) P -
m Solution 'EPSCO0T (1 project) Transition Protocol Index Data Comment
4 G erscom € <PS> CoE 01AD0CO  20000801006008020.. download pdo (x1ADD entr...
b [l SYSTEM C<PS> CoE 0x1600C0  20000801007008020.. download pdo (x1600 entr..
MOTION C <PS> CoE x1AD1CO  20000801106008021.. download pdo (x1AD1 entr
—— pLC C <PS> CoE 01601C0  20000801107008021.. download pdo (1607 entr..
SAFETY € <PS> CoE 01A02C0  20000801206008022.. download pdo (x1ADZ entr...
C PS> CoE 0x1602C0  20000801207008022.. download pdo (x1602 entr..
fid c- C <PS> CoE 0x1A03CO0  20000801306008023.. download pdo (x1AD3 entr
& Anavmes C <S> CoE (x1603C0  20000801307008023 . download pdo (x1603entr..
“ 170 Cl<Ps> CoE D«1A04CO  20000801406008024... download pdo Dx1AD4 entr...
4 L Devices C PS> CoE 0x1604C0  20000801407008024... download pdo (x1604 entr..
4 == Device 2 (EtherCAT) €/ <PS: CoE x1AD5CO  20000801506008025 download pdo Ox1AD5 entr
%% Image C <PS> CoE 01605C0  20000801507008025.. download pdo (1605 entr..
j: Image-Info iCl <PS> CoE x1ADGCO 20000801606008026... download pdo Ox1ADE entr...
3 : SyncUnits C <P5> CoE 0«1606C0O 20000801607008026... download pdo (1606 entr..
3 Inputs C <PS: CoE D1AD7CO  20000801706008027.. download pdo (x1AD7 enir
b [l Outputs C <PS> CoE 01607C0  20000801707008027.. download pdo (1607 entr..
b [ InfoData C <Ps5> CoE 0«1C12C0 (0900101600 1601 160... download pdo (x1C12index
b [R] Box 1 (EPBCO01) C <PS> CoE x1C13C0 O0BOO101A111AB01A ..  download pdo (1C13index
& Mappings & <P PS> AoE 1/3 AC 11 2F 5303 02 AoE Init Cmd (download N
CAMopen Startup Eintrag Bearbeiten x ‘
Transition oK
Ci=p Index (hex) [2140 .
lp=s [s-=p Sub-Indexdez) |4
[Js-=0 [Jo-=s are [ kemplett Zugriff
Daten (0l | set value Dialag % L Hex Edt...
Kommentar Sl N 71 EatEnty.
Hex 0x04 Abbruch
Index Name [ gn Not supported v |
= 21400 Config Dvgttal Input NO nomally open
2. Dllinvg Digital Input NG normally closed
2. Digtal Digital Output
g 2l o Not supported —
2. Digtal| Bingr &y 1
2. Digttal - P
Bitgrobe Q1 @8 (O (32 (64 (7

1. Select object.

2. If ENUM is supported, the context menu can be called up and the values set.

The settings are transferred when the configuration is uploaded.
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Module Parameters

Pin/port-based 10 layout defines the arrangement of the individual channels in the process data. This ap-
plies to both inputs and outputs.

0x2001

Port-based: The order is sorted in ascending order by
port.

Pin-based: The arrangement is sorted in ascending order

by pin.

* Bold entries are the default value of the specified parameter

DO Substitute Mode

If communication on the fieldbus is interrupted, the predefined state of the outputs occurs.

0x2002

On

Latest state

Port Parameter Pin4 (C/Q) SIO Mode and Pin2 (1/Q)

Parameterization of digital inputs and outputs for ports X0... X7:

Port X_ Pin4 (C/Q) SIO DI Invert:

0x2201

Port-based: The order is sorted in ascending order by
port.

Pin-based: The arrangement is sorted in ascending order
by pin.

Port X_ Pin4 (C/Q) SIO DI Filter Time:

0x21n0 Without filter
10 1 ms
30 3 ms
50 5 ms
150 15 ms

Port X_ Pin2 (1/Q) Function:

Digital input NO (normally open)

Digital input NC (normally closed)

digital output

Static digital output

Not supported

Port X_ Pin2 (1/Q) DI Filter Time:

0x21n0 Without filter
10 1 ms
30 3 ms
50 5 ms
150 15 ms
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10-Link Master Parameters
Configuration Data Port X_:

T e

Device ID

Device ID of IO-Link device

Vendor ID

Manufacturer ID of the |O-Link device

|O-Link revision

Version of the implemented IO-Link specification (of the connected 10-Link device).
0: Plausibility check deactivated
11: Plausibility check activated

Cycle time

Cycle time that the master uses for the port. A value other than zero sets the |O-Link
to manual mode:

e 0: As fast as possible
e 32:3.2ms

e 40: 4.0 ms

° 48: 4.8 ms

* 68: 6.8 ms

e 73: 10 ms

e 88: 16 ms

* 100: 20.8 ms
e 128: 32 ms

e 133: 40 ms

e 148: 64 ms

* 158: 80 ms

e 183: 120 ms
e 188: 128 ms

Process data IN
length

Number and structure of input data

Process data OUT
length

Number and structure of output data

Master control

|O-Link DataStorage functionality *
¢ 0x003= No data memory
¢ 0x023= Backup + restore
¢ 0x043= Restore

. INFORMATION

* When switching to the “Restore” state, any device configurations previously saved in the device are dis-
carded, especially when switching from “Backup&Restore” to “Restore”.

If a compatible device is connected for the first time in the "Restore” state:

¢ the master retrieves the data storage data (one-time backup) from the device once,

¢ saves them and

¢ sends this data consecutively to each newly connected compatible device with a different configura-

tion (Restore).
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8.3 General EtherCAT objects

Explanation of Elements

Access Read and/or write access:
¢ RO: read-only
¢ RW: Read and write access

Default Preset value
UINT Unsigned INT data type
Device Type

Neme—TType _IAccess [Defaui value |

0x1000 Device UINT32 RO 0x00000000 |Device type of the EtherCAT slave:

Type e The Lo-Word contains the CoE profile

used (5001)

¢ The Hi-Word contains the module profile
according to the modular device profile.

Error Register

mmm_

0x1001 Error Reg- [UINT32 0x00000000  |Error Register Object
ister Bit 0 = 1: Generic error

Bit 1 = 1: Current error (SSC or ASC)
Bit 2 = 1: Voltage error (LVS or LVA)
Bit 3 ... 6: Reserved

Bit 7 = 1: Internal device error (IME)

Manufacturer Device Name

mmm_

0x1008 Name VISIBLE |R EP8CO001 Device name of the EtherCAT slave
STRING

Manufacturer Hardware Version

m-mm

0x1009 Hardware |VISIBLE R Old hardware
version STRING version

Hardware version of the EtherCAT slave

Manufacturer Software Version

Index __|Name _|Type _|Access |Default value |Meaning

0x100A Software |VISIBLE |RO Actual Firmware version of the EtherCAT slave
version STRING fi.rmware ver-
sion
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Identity Object

mmm_

0x1018:00 |Identify ob-|UINT8 0x04 (4dec) Information of the slave
ject
0x1018:01 |Vendor ID |[UINT32 [RO 0x4F (79dec) |Vendor ID of EtherCAT slave device manufac-
turer
0x1018:02 |Product 0xDC70 Product code of the EtherCAT slave
code (56432dec)
0x1018:03 |Revision 0x00000000 Revision number of the EtherCAT slave; the
(0dec) Low Word (bit 0-15) indicates the special ter-
minal number, the High Word (bit 16-31)
refers to the device description
0x1018:04 |Serial 0x00000000 Serial number of EtherCAT slave
number (0dec) « the high word (bits 31-16) contains a con-

secutive number

* the upper byte of the low word (bits 15-8)
contains the manufacturing week

¢ the lower byte of the low word (bits 7-0)
contains the manufacturing year

Timestamp Object

Index __Name __|Type _|Access Defaultvalue |Meaning

0x1018:F8 ‘

Object

Timestamp|UINT64 |RO

Local timestamp of the device in ns

Diagnostics History

Type |Access |Default value |Meaning

0x10F3 Diagnos- |RECOR
tics History|D
Ox10F3:0 |Diagnos- |UINT8 |RO 255 Highest supported subindex
tics History
Ox10F3:1 |Maximum |UINT8 |RO OxFA Number of diagnostics messages which can
Messages (250dec) be stored in the diagnostics history (subindex
6 onwards)
Ox10F3:2 |Newest UINT8 [RO 0 Subindex of the newest diagnostics message
Message (6-255)
Ox10F3:3 |Newest UINT8 |RW 0 Overwrite Mode (SI5, bit 4 = 0):
Acknowl- A
edged Read = O:
When the message queue will be overwritten,
Message

the slave sets SI3 to 0.
Writing = 0:

The slave clears all messages, i.e. resets SI2,
SI3, Sl4 and SI5 bit 5*

Writing = 1...5:
The slave returns SDO abort with code

0x06090030 (Value range of parameter ex-
ceeded)

Writing = 6..255:

SI3 = written value (without checking)**
Acknowledge Mode (SI5, bit 4 = 1):
Read = O:
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Type |Access |Default value |Meaning

No messages have been acknowledged so far
Read = 0:

Subindex of latest acknowledged diagnostics
message (6-69)

Writing = O:
All acknowledged messages will be deleted
Writing = 1...5:

The slave returns SDO abort with code

0x06090032 (value of parameter written too
low)

Writing = 6...255:
Messages are acknowledged***

0x10F3:4 [New Mes-
sages
Available

BIOOL

RO

Overwrite Mode:

e 0: newest message was read

* 1: newest message was not read
Acknowledge mode:

e 0: no unacknowledged message

e 1: diagnostics messages are available
which can be acknowledged (SI2 !=SI3)

0x10F3:5 |Flags

UINT2

RW

0x0000
(0dec)

Flags to control sending and storing of diag-
nostics messages

Bit 0: Enable Emergency sending

0: default if device does not support emer-
gency sending

1: new diagnostics messages shall be sent as
emergency message

Bit 1: Disable info messages

0: Info messages are stored in the diagnostics
message queue (default)

1: Info messages will not be stored in the di-
agnostics message queue

Bit 2: Disable warning messages

0 : Warning messages are stored in the diag-
nostics message queue (default)

1: Warning messages will not be stored in the
diagnostics message queue

Bit 3: Disable error messages

0: Error messages are stored in the diagnos-
tics message queue (default)

1: Error messages will not be stored in the di-
agnostics message queue

Bit 4: Mode selection for diagnostics history
handling

0: Overwrite Mode: old messages are overwrit-
ten by new ones when buffer is full

1: Acknowledge mode: New messages do
only overwrite messages which were acknowl-
edged before

Bit 5: Overwrite/Discard Information (read
only)

In Overwrite mode:
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ndex—IName —[Type | Access |Defaul value [Weaning

0: unacknowledged messages have been
overwritten (= buffer overrun) (SI3 is set to O,
too) In Acknowledge mode:

1: message buffer is full with acknowledged
messages and a new message is discarded

Bit 6.-15: reserved
0x10F3:6-2 |Diagnos- |OCTET |[RO Diagnostics message buffer.

55 tics Mes- Depending on SI1 the EtherCAT slave can
sage STRING store up to 250 messages; the first message
is stored in subindex 6, the second in
subindex 7and so on.

When the queue is full, the EtherCAT slave
shall overwrite subindex 6 and so on, that al-
ways the latest maximum messages (SI1) shall
be accessible by the EtherCAT master.

*) Messages are deleted even if they were not acknowledged or read before.

**) All messages up to the age of the message which is in the written subindex are acknowledged. The
slave does not check if those messages have been read before. The slave returns SDO abort with code
0x06090030 (value range of parameter exceeded) in the following case: If SI3 is written with a value of a
Subindex which does not hold a message.

***) All messages up to the age of the message which is in the written subindex are acknowledged. The
slave does not check if those messages have been read before. The slave returns SDO abort with code
0x06090030 (value range of parameter exceeded) in the following case: If SI3 is written with a value of a
Subindex which does not hold a message.

Subindex 0: Highest Supported Subindex

The diagnostic history can contain a maximum of as many diagnostic messages as in subindex 1: Maxi-
mum Messages is specified. These can be called up starting with subindex 6. Subindex 0 indicates the
highest subindex under which a diagnostic message is stored.

Subindex 1: Maximum Messages

The diagnostic history can contain as many diagnostic messages as specified here. This value is maxi-
mum 250.

Subindex 2: Newest Message

You can use subindex 2 to query under which subindex the latest diagnostic message is currently stored
in the diagnostic history. The value should be between 6 and 255. If no diagnostic messages are currently
stored, the value 0 is returned.

Subindex 3: Newest Acknowledged Message

This sub-index contains the sub-index of the latest confirmed diagnostics message. It can be both read
and written. In both cases, the meaning of the values depends on the current mode.

The following applies:
¢ Overwrite mode (subindex 5, bit 4 = 0) and
¢ Acknowledge mode (Subindex 5, bit 4 = 1).
Overwrite mode:
Read = O:
When the queue for diagnostic messages is overwritten, the EtherCAT slave subindex 3 sets to O.
Writing = 0O:

If the value 0 is written to subindex 3, the EtherCAT slave deletes or sets subindex 2, subindex 3,
subindex 4 and subindex 5 bit 5.
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. INFORMATION

Diagnostic messages are deleted even if they have not been confirmed or read beforehand.

Writing = 1...5:

The slave returns SDO abort with error code 0x06090032 (written parameter value too low).
Writing = 6...255:

Subindex 3 = value is overwritten (without check).

Acknowledge Mode

Read = 0:

No diagnostics messages have been acknowledged so far (Acknowledge).

Read = 0:

Subindex of the last confirmed diagnostic message (6-255)

Writing = O:

All confirmed diagnostic messages are deleted.

Writing = 1...5:

The slave returns SDO abort with error code 0x06090032 (written parameter value too low).
Writing = 6...255:

The diagnostic messages are acknowledged (Acknowledge).

. INFORMATION

All diagnostic messages up to the age of the message that is in the subindex currently being written are
acknowledged (Acknowledge). The EtherCAT slave does not check whether these diagnostic messages
have been read beforehand.

If subindex 3 is described with the number of a subindex that does not contain a diagnostics message.
The slave returns SDO abort with error code 0x06090030 (exceeding the value range of the parameter).

Subindex 4: New Messages Available
Overwrite mode:

0: The latest diagnostic message was read.

1: The latest diagnostic message was not read.

Acknowledge mode
0: No unacknowledged diagnostic message present.
1: There are diagnostic messages that can be confirmed.

Subindex 5: Flags

Bit 0: Enable emergency messages

0 |Default if the device cannot send emergency messages.
1 New diagnostic messages are sent as emergency messages.

Bit 1: Disable info messages

0 Info messages are stored in the queue for diagnostic messages.

1 Info messages are not stored in the queue for diagnostic messages.
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Bit 2: Disable warning messages

0 |Warning messages are stored in the queue for diagnostic messages.

1 Warning messages are not stored in the queue for diagnostic messages.

Bit 3: Disable error messages

0 |Error messages are stored in the queue for diagnostic messages.
1 Error messages are not stored in the queue for diagnostic messages.

Bit 4: Mode selection for response to diagnostic history buffer overflow

0 |Overwrite mode: when the buffer is full, old diagnostic messages are overwritten by new ones.

1 Acknowledge mode New diagnostic messages only overwrite older messages if they have been
confirmed beforehand.

Bit 5: Overwrite and discard information (read only)

In overwrite mode:

1 Unconfirmed diagnostic messages were overwritten (= buffer overflow). Subindex 3 was also set to
0.

In confirmation mode:

1 The diagnostic message buffer is full of confirmed messages and a new diagnostic message is dis-
carded.

Bit 6-15: Reserved

Subindex 6-255: Diagnostics Message

Subindex 6-255: Diagnostics message buffer

Depending on subindex 1, the EtherCAT slave can store up to 250 diagnostic messages. The first mes-
sage is stored in subindex 6, the second in subindex 7, etc. When the buffer is full, the EtherCAT slave
overwrites subindex 6 etc. so that the last diagnostic messages are accessible for the EtherCAT master.
Their exact number is specified by subindex 1.

8.4 Bitmapping and Process Data of the Device

When used in an EtherCAT master system, these objects are assigned by the wenglor EtherCAT 10-Link
master in the address range of the EtherCAT master. The process data is structured as follows:

TxPDO/RxPDOAssignment 10-Link Slots

Process data assignment for digital channels or I0-Link device to pin 4.

¢ When a slot is set to Digital IN or Digital OUT, a byte of process data is always assigned to that slot.
The status channel of the respective slot itself is available in the entire process data, i.e. in “TxPDO
Mapping of digital Inputs” or “RxPDO Mapping of digital Outputs”.

¢ |f the slot is set to IOL_x/y_l/O byte, a certain number of bytes are always assigned as process data
that correspond to the type (input/output) and size (x/y).

Input/output area

Byte O Byte 1 Byte 2 Byte 31
Process Process Process Process
data data data data

Byte O Byte 1 Byte 2 Byte 31
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TxPDO Assignment of Digital Inputs

Process data assignment for digital inputs on pin 4 and pin 2

Pin4 (C/Q) + Pin2 (1/Q) - Port-based data layout

Bit 0 Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7

Port X0 Port X0 Port X1 Port X2 Port X2 Port X2 Port X3 Port X3

Pin 4 Pin 2 Pin 4 Pin 2 Pin 4 Pin 2 Pin 4 Pin 2
Input byte n+1

Bit 0 Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7

Port X4 Port X4 Port X5 Port X5 Port X6 Port X6 Port X7 Port X7

Pin 4 Pin 2 Pin 4 Pin 2 Pin 4 Pin 2 Pin 4 Pin 2

Pin4 (C/Q) + Pin2 (1/Q) - Pin-based data layout

Bit 0 Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7

Port X0 Port X1 Port X2 Port X3 Port X4 Port X5 Port X6 Port X7

Pin 4 Pin 4 Pin 4 Pin 4 Pin 4 Pin 4 Pin 4 Pin 4
Input byte n+1

Bit 0 Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7

Port X0 Port X1 Port X2 Port X3 Port X4 Port X5 Port X6 Port X7

Pin 2 Pin 2 Pin 2 Pin 2 Pin 2 Pin 2 Pin 2 Pin 2

TxPDO Assignment of Digital Outputs

Process data assignment for digital outputs on pin 4 and pin 2.

Bit 0 Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7

Port X0 Port X0 Port X1 Port X2 Port X2 Port X2 Port X3 Port X3

Pin 4 Pin 2 Pin 4 Pin 2 Pin 4 Pin 2 Pin 4 Pin 2
Input byte n+1

Bit 0 Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7

Port X4 Port X4 Port X5 Port X5 Port X6 Port X6 Port X7 Port X7

Pin 4 Pin 2 Pin 4 Pin 2 Pin 4 Pin 2 Pin 4 Pin 2

Bit 0 Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7

Port X0 Port X1 Port X2 Port X3 Port X4 Port X5 Port X6 Port X7

Pin 4 Pin 4 Pin 4 Pin 4 Pin 4 Pin 4 Pin 4 Pin 4
Input byte n+1

Bit 0 Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7

Port X0 Port X1 Port X2 Port X3 Port X4 Port X5 Port X6 Port X7

Pin 2 Pin 2 Pin 2 Pin 2 Pin 2 Pin 2 Pin 2 Pin 2

Pin4 (C/Q) + Pin2 (1/Q) - Pin-based data layout

TxPDO Assignment of New Available Messages

Overwrite Mode

|O: newest message was read
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1: newest message was not read

Acknowledge Mode

0: no unacknowledged message

1: diagnostics messages are available which can be acknowledged

TxPDO Assignment of Status Data

A status byte is available for each port.

State of IO-Link port X_

Input byte n 0: Port not enabled
1: SIO mode digital input
2: SIO mode digital output
3: IO-Link communication enabled
4: 10-Link communication deactivated
State of IO-Link Port n_(n represents the Subindex/Module position)
Bit 0...3 IO-Link State 0x00 (0dec) Port Inactive
0x01 (1dec) Siomode Digital In
0x02 (2dec) Siomode Digital Out
0x03 (3dec) Communication OP
0x04 (4dec) Communication STOP
Bit 4...7 ErrorCode 0x00 (Odec) No error
0x10 (16dec) Watchdog Error
0x20 (32dec) Buffer Overflow
0x30 (48dec) Invalid Device ID
0x40 (64ec) Invalid Vendor ID
0x50 (800dec) Invalid IO-Link Revision
0x60 (96dec) Invalid Frame Capability
0x70 (112dec) Invalid Cycle Time
0x80 (128dec) Invalid Length processdata
0x90 (1144dec) Invalid Length processdata
0xAO (160dec) No Device detected
0xBO0 (172dec) Error PreOP
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8.5 Distributed Clocks (DC)

The device supports the forwarding of DC messages and can itself serve as a reference clock. The inter-

nal timestamps are limited to 32 bits.

Erweiterte Einstellungen X
- Allgemein Distributed Clock
" Mallox = Zyklischer Modus
[=8 Distributed Clock
[ - Betriebsart Free Run ~ |
H Assign to local |
i Llatch [ Aktivieren Sync Unit Zyklus (ls)
[#-ESC Zugriff SYNCO
Zykluszeit (s) Shift Zeit (Us):
@Sync Unit Zyklus x1 ~ User Defined IC'
() Anwenderdefiniert +SYNCO Cycle
L |
[1Basierend auf Eingangs Referenz
N
D SYNC 0 aktivieren = I:I
SYNC 1
() Sync Unit Zyklus w Zykluszeit (Us):
(@ SYNC 0 Zyklus x1 v|  ShiftZeit (us): D
[Is¥NC 1 aktivieren
[Use as potential Reference Clock
L4 >
0k || Abbrechen

. INFORMATION

Synchronization of the device’s local ports with the DC is not planned.

8.6 Industrial Internet of Things (lloT)

8.6.1 JSON

General JSON Settings

1 GET /iolink/v1/gateway/identification Identification of the gateway OK

2 GET /iolink/v1/gateway/capabilities Capabilities of the gateway OK

3 GET /iolink/v1/gateway/configuration Read network configuration of the gateway |OK

4 POST /iolink/v1/gateway/configuration |Write network configuration of the gateway |OK

5 POST /iolink/v1/gateway/reset Reset the gateway including all masters -

6 POST /iolink/v1/gateway/reboot Reboot the gateway including all masters -

7 GET /iolink/v1/gateway/events Event log containing all events from gateway, |OK
masters, ports and devices

8 GET /iolink/v1/masters Get all available master number keys and OK
identification information
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GET /iolink/v1/masters/$MAS-
TER_NUMBER/capabilities

Capabilities of the master

10 GET /iolink/v1/masters/$MAS- Read identification of the master OK
TER_NUMBER/identification

11 POST /iolink/v1/masters/$MAS- Write identification of the master OK
TER_NUMBER/identification

12 GET /iolink/v1/masters/$MAS- Get all available port number keys OK
TER_NUMBER/ports

13 GET /iolink/v1/masters/$MAS- Read capability information of the specified |OK
TER_NUMBER/ports/$PORT_NUMBER/ |port
capabilities

14 GET /iolink/v1/masters/$MAS- Read status of the master OK
TER_NUMBER/ports/$PORT_NUMBER/
status

15 GET /iolink/v1/masters/$MAS- Read configuration of the specified port OK
TER_NUMBER/ports/$PORT_NUMBER/
configuration

16 POST /iolink/v1/masters/$MAS- Write configuration of the specified port OK
TER_NUMBER/ports/$PORT_NUMBER/
configuration

17 GET /iolink/v1/masters/$MAS- Read data storage content of the specified OK
TER_NUMBER/ports/$PORT_NUMBER/ |port
datastorage

18 POST /iolink/v1/masters/$MAS- Write data storage content of the specified OK
TER_NUMBER/ports/$PORT_NUMBER/ |port
datastorage

19 GET /iolink/v1/devices Address all devices of all masters OK

20 GET /iolink/v1/devices/{deviceAlias}/ |Read capability information of the specified |OK
capabilities device

21 GET /iolink/v1/devices/{deviceAlias}/ |Read identification information of the speci- |OK
identification fied device

22 POST /iolink/v1/devices/{deviceAlias}/ |Write identification information of the speci- |-
identification fied device

23 GET /iolink/v1/devices/{deviceAlias}/ |Read process data value from the specified |OK
processdata/value?format=byteArray device

24 GET /iolink/v1/devices/{deviceAlias}/ |Read process data input value from the OK
processdata/getdata/value?for- specified device
mat=byteArray

25 GET /iolink/v1/devices/{deviceAlias}/ |Read process data output value from the OK
processdata/setdata/value?for- specified device
mat=byteArray

26 POST /iolink/v1/devices/{deviceAlias}/ |Write the process data output value to the OK
processdata/value specified device

27 GET /iolink/v1/devices/{deviceAlias}/ |Read a specific parameter value and its sub- |OK
parameters/{index}/value/?for- parameter values (if the parameter has com-
mat=byteArray plex type) with the given index of the device

28 GET /iolink/v1/devices/{deviceAlias}/ |Read the value of a specific sub-parameter |OK
parameters/{index}/subindices/ with the given index and subindex
{subindex}/value/?format=byteArray

29 GET /iolink/v1/devices/{deviceAlias}/ |Read a specific parameter value with the -
parameters/{parameterName}/value/? |given name
format=byteArray

30 POST /iolink/v1/devices/{deviceAlias}/ |Write the parameter with the given index to  |OK
parameters/{index}/value the device

31 POST /iolink/v1/devices/{deviceAlias}/ |Write the parameter with the given name to |-

parameters/{parameterName}/value

the device
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POST /iolink/v1/devices/{deviceAlias}/
parameters/{index}/subindices/
{subindex}/value

Write the sub-parameter with the given index
and subindex to the device

33 POST /iolink/v1/devices/{deviceAlias}/ |Write the sub-parameter with the given pa- OK
parameters/{parameterName}/ rameter name and sub-parameter name to
subindices/{subParameterName}/ the
value device

34 POST /iolink/v1/devices/{deviceAlias}/ |Read or write one or more parameters as a |OK
blockparametrization/?format=byteArray Mok

35 GET /iolink/v1/devices/{deviceAlias}/ |Read event log from the specified device OK
events

36 GET /iolink/v1/matt/configuration Read configuration of MQTT clients OK

37 POST /iolink/v1/matt/configuration Write configuration of MQTT clients -

38 GET /iolink/v1/matt/topics Read list of MQTT topics -

39 POST /iolink/v1/maqtt/topics Write list of MQTT topics -

40 DELETE /iolink/v1/maqtt/topics/{topiclD} |Delete a specific MQTT topic -

41 GET /iolink/v1/matt/topics/ {topiclD} Read a specific MQTT topic -

42 GET /iolink/v1/matt/connectionstatus Read connection status OK

Vendor-Specific JSON Settings

GET /iolink/v1/vendor/masters/

$MASTER_NUMBER/diagnostics/config-
uration

Diagnostic configuration of the master

44 GET /iolink/v1/vendor/masters/ Diagnostic values of the master OK
$MASTER_NUMBER/diagnostics/value

45 GET /iolink/v1/vendor/masters/ Current statistic values of the specified port |OK
$MASTER_NUMBER/ports/ of the master
$PORT_NUMBER/statistics/current

46 GET /iolink/v1/vendor/masters/ Voltage statistic values of the specified port |OK
$MASTER_NUMBER/ports/ of the master
$PORT_NUMBER/statistics/voltage

47 GET /iolink/v1/vendor/masters/ Temperature statistic values of the specified |OK
$MASTER_NUMBER/ports/ port of the master
$PORT_NUMBER/statistics/temperature

48 GET /iolink/v1/vendor/masters/1/ports/ |IO-Link stack statistic values of the specified |-
1/statistics/stack port of the master

49 GET /iolink/v1/vendor/masters/ Diagnostic configuration of the specified port |OK
$MASTER_NUMBER/ports/ of the master
$PORT_NUMBER/diagnostics/configura-
tion

50 GET /iolink/v1/vendor/masters/ Diagnostic current value of the specified port |OK
$MASTER_NUMBER/ports/ of the master
$PORT_NUMBER/
diagnostics/current

51 GET /iolink/v1/vendor/masters/ Diagnostic voltage value of the specified port |OK
$MASTER_NUMBER/ports/ of the master
$PORT_NUMBER/diagnostics/voltage

52 GET /iolink/v1/vendor/masters/ Diagnostic temperature value of the specified |OK

port of the master
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8.6.2

$MASTER_NUMBER/ports/
$PORT_NUMBER/diagnostics/tempera-

ture

MQTT

INFORMATION

When activating MQTT, JSON must be activated.

MQTT Settings

1

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/gateway/identi-
fication

Identification of the gateway

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/gateway/capa-
bilities

Capabilities of the gateway

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/gateway/con-
figuration

Network configuration of the gateway

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters

Get all available master number keys
and identification information

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/mas-
ters/

$MASTER_NUMBER/diagnostics/value

Diagnostic values of the master

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/mas-
ters/

$MASTER_NUMBER/diagnostics/configuration

Diagnostic configuration of the master

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/
$MASTER_NUMBER/capabilities

Capabilities of the master

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/
$MASTER_NUMBER/identification

|dentification of the master

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/
$MASTER_NUMBER/ports

Get all available port number keys

10

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/

$MASTER_NUMBER/ports/$PORT_NUMBER/capabili-
ties

Read capability information of the
specified port

11

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/
$MASTER_NUMBER/ports/$PORT_NUMBER/status

Read actual status of the specified port

12

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/masters/

$MASTER_NUMBER/ports/$PORT_NUMBER/configura-
tion

Read/Write configuration of the speci-
fied port

13

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/mas-
ters/

$MASTER_NUMBER/ports/$PORT_NUMBER/diagnos-
tics/Configuration

Diagnostic configuration of the speci-
fied port of the master

14

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/mas-
ters/

$MASTER_NUMBER/ports/$PORT_NUMBER/diagnos-
tics/current

Diagnostic current value of the speci-
fied port of the master

15

$MQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/mas-
ters/

Diagnostic voltage value of the speci-
fied port of the master
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8.6.3

$MASTER_NUMBER/ports/$PORT_NUMBER/diagnos-
tics/voltage

16 $MQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/mas- |Diagnostic temperature value of the
ters/ specified port of the master
$MASTER_NUMBER/ports/$PORT_NUMBER/diagnos-
tics/temperature

17 $MQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/mas-  |Current statistic values of the specified
ters/ port of the master
$MASTER_NUMBER/ports/$PORT_NUMBER/statistics/
current

18 $MQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/mas- |Voltage statistic values of the specified
ters/ port of the master
$MASTER_NUMBER/ports/$PORT_NUMBER/statistics/
voltage

19 $MQTT_CLIENT_HEAD_TOPIC/iolink/v1/vendor/mas- |Temperature statistic values of the
ters/ specified port of the master
$MASTER_NUMBER/ports/$PORT_NUMBER/statistics/
temperature

20 $MQTT_CLIENT_HEAD_TOPIC/iolink/v1/devices/ Read/Write process data value from/to
$DEVICE_ALIAS/processdata/value the specified device

21 $MQTT_CLIENT_HEAD_TOPIC/iolink/v1/devices/ Read process data input value from
$DEVICE_ALIAS/processdata/getdata/value the specified device

22 $MQTT_CLIENT_HEAD_TOPIC/iolink/v1/devices/ Temperature statistic values of the
$DEVICE_ALIAS/processdata/setdata/value specified port of the master

23 $MQTT_CLIENT_HEAD_TOPIC/iolink/v1/devices/ Read/Write process data value from/to
$DEVICE_ALIAS/events the specified device

24 $MQTT_CLIENT_HEAD_TOPIC/Asset Read process data output value from

the specified device

25 $MQTT_CLIENT_HEAD_TOPIC/iolink/v1/devices/ Read event log from the specified de-
$DEVICE_ALIAS/events vice

OPC UA

The devices mentioned in the screenshots serve as examples.

The device has an OPC-UA server. An OPC UA client can connect to the device and access the following
parameters:

¢ Device identification,

e Configuration parameters,

¢ Process data,

* Measured values,

e Diagnostics Information,

e Statistical information, etc.
The OPC UA client connects using the following URL:
opc.tcp:/IP address:4840

INFORMATION

For IP address, the IP address of the device is used.

The client can access device parameters anonymously (read only) or with username/password (read and
write). The user name and password are set with the web server.

The following figure shows a section of the device’s information model.
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12 Root
v [ Objects
~ &% DeviceSet
v & 10-Link Master PROFINET
[ Cenfiguration
&% DeviceConfiguration
&% Devicelnformation
# DeviceManual
¥ DeviceRevision
&% Forcing
¥ HardwareRevision
&% I0LinkMaster
% Maintenancelnformation
¥ Manufacturer
¥ Manufacturerlri
&% MethodSet
¥ Model
&% ParameterSet
&% ProcessDataMonitor
# ProductCode
¥ RevisicnCounter
' SerialNumber
¥ SoftwareRevision
[ status
% Server
2 Types
D Views

The following figure shows a section of the information model of an 10-Link port.

v b PortX7
5 Alarms
(=) Capabilities
v [ Configurstion
~ I3 CenfiguredDevice
@ DevicelD
@ VendorlD
@ CycleTime
@ Pin2Cenfiguration
@ Porthode
% UpdateConfiguration
@ UselODD
@ ValidationAncBackup
@ DeviceConfigurationDissbled
v [ Diagnostics
I3 Configuration
~ I Current
@ CurrentPin1
@ CurrentPin2
@ CurrentPind
12 Flags
1) Temperature
I Voltage
3 Information
&% MethodSet
@ NodeVersion
% ParameterSet
v [ SIOProcessData
@ Pin2ProcessData
[ Statistics
2 Statistics
@ VendorlD

8.6.3.1 Authenticate

User Login

For OPC UA, the same users and passwords apply as documented in the web server description 10
“Web server”

A connection to the OPC UA server is started with the user “guest”, with which read access to the OPC
UA objects is possible.
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Project 2 X

v [3 Project
v [ Servers
@ opcl -
v 3 Documer e
{3 Data/ % Connect
M Disconnect
%y Properties... _
Address Space [ Change User... F X
4 No Highlight %‘ -

The user must be switched over for further actions.
e Username <admin>

e Password <private>

Authentication Settings

(O Anonymous

Username \admin | Store
Password \-ooo-oo [ private l‘
Forcing

Digital outputs can be switched manually (forcing) via OPC UA.
Step 1

Use the GetForcinglD method to generate an ID from the device.

=) Reot
v () Objects
W n& DeviceSet
A n& |0-Link Master PROFINET
S 1 | Configuration
» & DeviceConfiguration
» .& Devicelnformation
¥ DeviceManual
¥ DeviceRevision
v n& Forcing
» @ AssignedForceld
% GetforcinglD

i
5 =% OutputPin2 # Rebrowse

> % OutputPing ¥ Call

>

& Port X0
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. Call GetForcinglD on Fercing ? X

Name Value DataType Description
Force Id [[ 2071207795 | | umnts2

Message |Forcing ID has been a IZ] Save as... | String

Status [0 | ntz2

| cal g] Close
. INFORMATION

The ForcinglD is only valid for 10 seconds. The validity is extended to 10 seconds each time a forcing
function is called up.

Step 2
Set digital outputs using the OutpuPin2 or OutputPin4 methods.

=) Root
v () Objects
hd & DeviceSet
b n& 10-Link Master PROFINET
» [ Configuration
> a DeviceConfiguration
> a Devicelnformation
¥ DeviceManual
@ DeviceRevision
hd a Forcing
> @ AssignedForceld
4 GetForcinglD
=% OutputPin2

>
>
- Reb
> = OutputPind ~f hebrowse
Call..
>
>

& Port X0
& Port X1

The method expects the received forcing ID, a bit mask and data to be written to be entered as parame-

ters.

M Call OutputPin2 on Forcing ? X

Input Arguments

Name Value DataType Description
Forceld 2071207795 | btz

Force Mask 255 | Byte

Force Data [255 | Byte

Name Value DataType Description
- () ] svg

status [0 | mts2

[ o |
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8.6.3.2 Device Identification

The device provides nodes for device identification. For example, the OPC UA client can read the version
of the device firmware used in the SoftwareRevision node.

Node name Node class m Description

Manufacturer Variable Read Device manufacturer

ManufacturerUri Variable Read Device manufacturer URL

Model Variable Read Model designation of the device

ProductCode Variable Read Product code of the device

RevisionCounter Variable Read Device hardware revision

SerialNumber Variable Read Serial number of device

SoftwareRevision |Variable Read Device firmware revision/version

Address Space B X | DataAccess View

G\Nomghhght ~ Server Node Id Display Name Value Datatype source Timestamp Server Timestamp  Statuscode

I3 Reot 1 OPCUA.. NS6|Numeric|161 Manufacturer “en", "wenglor.. LocalizedText 06:27:09.000 06:27:09.000 Good

v I3 Objects 2 OPCUA... NSE|Numeric|166 ManufacturerUri  www.wenglor.c... String 06:27:16.000 06:27:16.000 Good
A & DeviceSet 3 OPCUA.. NS&|Numeric|162 Medel "en", "I0-Link .. LocalizedText 06:27:38.000 06:27:38.000 Good

> &% 10-Link Master PROFINET 4 OPCUA.. NSE|Numeric|167 ProductCode  EP8PODT String 06:27:49.000 06:27:49.000 Good

> & Server 5 OPC UA .. NSB|Numeric| 163 RevisionCounter 1 Int32 06:27:51.000 06:27:51.000 Good

> 12 Types

> 0D Views

8.6.3.3 Configuration Parameters

The OPC UA server provides nodes with configuration parameters of the device. For example, the OPC
UA client can read the upper limit for the temperature in the OverTemperature node.

Device-Related Configuration Parameters

Node name ———Node class —|Access [Default_[Descriptin |

CurrentHysteresis

Variable

Read

10 mA

Current hysteresis, unit: mA

If the current exceeds the limit value, the
current must first fall below the limit value
again by the hysteresis value in order to

cancel the diagnostics.

OverTemperature

Variable

Read

70 °C

Upper limit for the temperature of a port,
unit: 0.1 °C

OverVoltagelL

Variable

Read

30V

Upper limit value for the voltage in supply
line 1, pins can be monitored with the
function L+, DI, DO, DIO, 10-Link, unit: mV

OverVoltagel 2

Variable

Read

30V

Upper limit for the voltage in supply line 2,
unit: mV

TemperatureHystere- |Variable

SIS

Read

Temperature hysteresis, unit: 0.1 °C

If the temperature exceeds the limit value,
the temperature must first fall below the
limit value by the hysteresis value in order
to cancel the diagnostics.

UnderTemperature

Variable

Read

-25 °C

Lower limit for the temperature of a port,
unit: 0.1 °C

UnderVoltage L

Variable

Read

18V

Lower limit value for the voltage in supply
line 1, pins can be monitored with the
function L+, DI, DO, DIO, IO-Link, unit: mV

UnderVoltage L2

Variable

Read

18V

Lower limit for the voltage in supply line 2,
unit: mV

Voltage Hysteresis

Variable

Read

300 mV

Voltage hysteresis, unit: mV
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Node name ———Node class —|Access [Default_[Descriptin |

If the voltage exceeds the limit value, the
voltage must first drop back below the
limit value by the hysteresis value in order
to cancel the diagnostics.

Address SE:: F X Data Access View
7 | No Highlight v % Server Node Id Display Name Value Datatype  jource Timestamy Server Timestamp  Statuscode
2 Root Al OPCUA... NSE|Numeric|..  CurrentHysteresis 10 Uint16 06:23:43.000 06:29:43.000 Good
~ (D Objects 2 OPCUA.. NS§|Numeric]..  OverTemperature 70 Float 06:20:42.000 06:29:43,000 Good
v &% DeviceSet 3 OPCUA.. NSE[Numeric|..  Overvoltagel 30000 Int32 06:28:51.000 06:29:51.000 Good
~ & 10-Link Master PROFINET 4 OPCUA .. NSE[Mumeric|..  OverVoltagel? 30000 Int32 06:2:54.000 06:29:54.000 Good
> D Configuration 5 OPCUA.. NSg|Numeric]..  TemperatureHy... 2 Float 06:20:56.000 06:28:56.000 Good
» &% DeviceConfiguration 6  OPCUA.. NSE[Numeric|.. UnderTemperat... -40 Float 06:29:57.000 06:29:57.000 Good
» & Devicelnformation 7 OPCUA . NSE[Mumeric|..  UnderVoltagel 17000 Int32 06:20:59.000 06:29:39.000 Good
# DeviceMenual 8 OPCUA.. NSE[Numericl.. UnderVoltagel2 17000 Int32 06:30:00.000 06:30:00.000 Good
@ DeviceRevision
2 OPCUA.. NSg|Numeric]..  VeltageHysteresis 300 Ulnt1é 06:30:01.000 06:30:01,000 Good

> & Forcing
@ HardwareRevision
v % 10LinkMaster
> 2 Alarms
(3 Capabilities
@ DevicelD
[ Diagnostics
[ Identification
[ Management
@ MasterConfigurationDisabled
> b Methodset
v & ParameterSet
> @ ApplicationSpecificTag
> @ CurrentHysteresis
> @ FunctionTag
» @@ LocationTag
» @@ MasterType
> @ MaxNumberOfPerts
> @ MaxPowerSupply

> @ MeanTemperature

> @ MeanVoltagel

> @ MeanVoltagel2

> @ Overlemperature

> @ OverVoltagel

> @ OverVoltagel2

> @ SumCurrentl

> @ SumCurrentl2

» @@ TemperatureHysteresis
> @ UnderTemperature

> @ UnderVoltagel

> @ UnderVoltagel2 W

Port-Related Configuration Parameters

S e

OverCurrentPint, Variable Read Warning level for upper current limit at pin
OverCurrentPin2, 1, pin 2 or pin 4, unit: 1 mA
OverCurrentPin4 0: Monitoring not activated
UnderCurrentPint, Variable Read 0 Warning level for lower current limit at pin
UnderCurrentPin2, 1, pin 2 or pin 4, unit: 1 mA

Urele e 0: Monitoring not activated
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Address Space B X Data Access View

% | Highight V[ & Server Node Id Display Name Value Datatype  ource Timestamy Server Timestamp  Ststuscode

2 Root A1 oecua.. NSE[Numericl.. OverCurrentPinl 0 Int32 DE3T26000  DEI2600D  Good

~ 3 Objects 2 OPCUA.. NS6[Numericl.. OverCurrentPin2 0 Int32 0631:26000  06:31:26000  Good

¥ & DeviceSet 3 OPCUA.. NSG[Numericl..  OverCurrentPind 0 Int32 063127000  06:3127.000  Good

& 10-Link Master PROFINET 4 OPCUA .. NSE[Mumeric|.. UnderCurrentPi.. 0 Int32 06:31:28.000 06:31:28.000 Good

» D Configuration 5 OPCUA.. NS6[Numericl..  UnderCurrentPi.. 0 Int32 0631:22000  06:31:22000  Good

> & DeviceConfiguration 6  OPCUA.. NSE[Numericl..  UnderCurrentPi... 0 Int32 06:31:29.000 06:31:29.000 Good

> % Devicelnformation
@ DeviceManual
@ DeviceRevision
> & Forcing
@ HardwareRevision
v & 10LinkMaster
> 3 Alarms
(3 Capabilities
@ DevicelD
(3 Diagnestics
3 Identification
[E) Management
@ MasterConfigurationDisabled
> b MethodSet
> b ParameterSet
v & PortX0
> 12 Alarms
> I3 Capabilities
> |2 Configuration
# DeviceConfigurationDisabled
~ 1) Diagnestics
~ [ Configuration
> 4@ OverCurrentPin1
> 4@ OverCurrentPin2
> 4@ OverCurrentPind
UnderCurrentPinl
> 4@ UnderCurrentPin2
> @ UnderCurrentPind
> I3 current
> 122 Flags
> I3 Temperature
> I Voltage
> I3 Information
> & MethodSet ©

a
a
> @
a

8.6.3.4 Process Data

The OPC UA server provides nodes with process data. For example, the OPC UA client can read the
value at pin 2 of a port in the node Pin2ProcessData.

Node name Node class @ Description

Pin2ProcessData Variable Read Process data to pin 2
Pin4ProcessData Variable Read Process data to pin 4
Address Space B X | DataAccess View
G\Nor—ughhght | Server Node Id Display Name Value Datatype Server Timestamp ource Timestamp  Statuscode
I3 Reot & 1 ‘DPCUA‘.‘ NS6|Mumeric|...  PinZProcessData  false Boolean 06:32:34.000 06:32:34.000 Good
v @ Objects 2 OPCUA.. NS6|Mumeric|...  Pind4ProcessData  false Boolean 06:32:35.000 06:32:35.000 Good
v @ DeviceSet

v @ 10-Link Master PROFINET
> |2 Configuration
> & DeviceConfiguration
> & Devicelnformation
@ DeviceManual
@ DeviceRevision
> & Forcing
% HardwareRevision
~ & I0LinkMaster
> I3 Alarms
> I Capabilities
@ DevicelD
1) Diagnestics
I Identification
I3 Management
@ MasterConfigurationDisabled
& MethodSet
&% ParameterSet
v & Port X0
> 12 Alarms
> I3 Capabilities
> |2 Configuration
@ DeviceConfigurationDisabled
> I Diagnostics
> I3 Information
> & MethodSet
@ NodeVersion
> @ ParameterSet
~ I3 SIOProcessData
> 4 Pin2ProcessData
> 48 PindProcessData
> |2 Statistics
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8.6.3.5 Measured Values

The OPC UA server provides nodes with calculated measured values. For example, the OPC UA client
can read the calculated sum current of supply line 1 in node SumCurrentL.

Device-Related Measured Values

Node name ————|Node class |Access |Descriptin |

SumCurrentL Variable Read Total current calculated from individual measure-
ments in supply line 1, unit: mA

SumCurrentL2 Variable Read Total current calculated from individual measure-
ments in supply line 2, unit: mA

MeanTemperature Variable Read Mean value for the temperature of the assembly, cal-

culated from the temperature values measured indi-
vidually at the three chips, unit: °C

MeanVoltagelL Variable Read Mean voltage in supply line 1, unit: mV
MeanVoltagel2 Variable Read Mean voltage in supply line 2, unit: mV
Address Space & X DataAccess View
G\Na Highlight v | % Server Node Id Display MName Value Datatype Server Timestamp Source Timestamp  Statuscode
I3 Root Al OPCUA... NSB|Numeric|..  SumCurrentl 89 Int32 06:34:44,000 06:34:44.000 Good
v I3 Objects 2 OPCUA... NSE|Numericl..  SumCurrentl2 0 Int32 06:34:25.000 06:34:25.000 Good
v % DeviceSet E] OPC UA... MS6[Numeric|.. MeanTemperat.. 34.5 Float 06:34:29.000 06:34:29.000 Good
~ & 10-Link Master PROFINET 4 OPC UA.., NSE|Numericl... MeanVoltagel 23837 Int32 06:34:44.000 06:34:44.000 Good
> @ Configuration 5 OPCUA .. NSE|Numeric|.. MeanVeoltagel2 24245 Int32 06:34:44,000 06:34:44.000 Good

> & DeviceConfiguration
> &% Devicelnformation
@ DeviceManual
@ DeviceRevision
> & Forcing
@ HardwareRevision
v & IOLinkMaster
2 Alarms
(=) Capabilities
@ DevicelD
[ Diagnostics
D Identification
[Z3 Management
@ MasterConfigurationDisabled
> % MethodSet
~ & ParameterSet
> @ ApplicationSpecificTag
> @ CurrentHysteresis
> @ FunctionTag
» @ LocationTag
> @ MasterType
> @ MaxNumberOfPorts
> @ MaxPowerSupply

@) MeanTemperature
@ MeanVoltagel

@ MeanVoltagel2

@ OverTemperature

@) OverVohtagel

@ OverVoltagel2

@ SumCurrentl

@ SumCurrentl2

@) TemperatureHysteresis
@ UnderTemperature
@ UnderVoltagel

@) UnderVoltagel 2 v

Port-Related Measured Values

Node name Node class m Description

CurrentPin1, Variable Read Current measured at pin 1, pin 2 or pin 4, unit: mA
CurrentPin2,
CurrentPin4
TemperaturePint, Variable Read Temperature measured at pin 1, pin 2 or pin 4, unit:
TemperaturePin2, °C

TemperaturePin4
VoltagePin1, Variable Read Voltage measured at pin 1, pin 2 or pin 4, unit: mA
VoltagePin2,
VoltagePin4
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Address Space B X Dats Access View
% | Highight v = Server Node Id Display Name Value Datatype  Server Timestamp source Timestamp  Statuscode
Root ~l[1 opcuA.. NSE[Numericl..  CurrentPin] 12 Int32 06:35:57.000 06:35:57.000 Good
v 3 Objects 2 OPCUA.. NS[Numericl.. ~ CurrentPin2 0 Int32 06:35:40.000 06:35:40.000 Good
¥ & DeviceSet 3 OPCUA.. NSE[Numericl..  CurrentPind 0 Int32 06:35:41.000 06:35:41,000 Good
~ & 10-Link Master PROFINET 4 OPCUA.. NSG|Numericl.. MaxTemperatur... 35.7 Float 06:35:45.000 05:54:42.000 Good
> [ Configuration 5 OPCUA.. NSE[Numericl..  MaxTemperstur... 35.7 Float 06:35:45.000 03:17:01.000 Good
> & DeviceConfiguration 6  OPCUA.. NSE[Numericl.. MaxTemperatur... 35.7 Float 06:35:46.000 03:17:17.000 Good
> & Devicelnformation 7 OPCUA.. NSE[Mumeric|.. VoltagePin1 23890 Int32 05:35:57.000 06:35:57.000 Good
# DeviceManual 8 OPCUA.. NSE[Numericl..  VoltagePin2 13 Int32 06:35:57.000 06:35:57.000 Good
@ DeviceRevision
+ & Forcing 9 OPCUA.. NSE[Numericl...  VoltagePind -102 Int32 06:35:57.000 06:35:57.000 Good

@ HardwareRevision
v & 10LinkMaster

> 3 Alarms
(=) Capabilities
@ DevicelD
(3 Diagnestics
[ Identification
[ Management

&% MethodSet

> % ParameterSet

v & PortX0

> 1) Alarms

> |2 Capabilities
> |2 Configuration

> |2 Diagnostics
> I3 Information
> &% MethodSet

@ NodeVersion
v & ParameterSet

> @ ActualCycleTime
Baudrate
CurrentPint
CurrentPin2
CurrentPind
CycleTime
DevicelD

DiagnosticsPin

coaooocoa

>
>
>
>
>
>
>
>

DiagnosticsPin2

@ MasterConfigurationDisabled

@ DeviceConfigurationDisabled

8.6.3.6 Diagnostics

The OPC UA server provides nodes with diagnostic information. For example, the OPC UA client can read
in the DiagnosticsPin1 node whether the device has detected an overcurrent on pin 1 of a port.

Node name Node class m Description

DiagnosticsPin1,
DiagnosticsPin2,
DiagnosticsPin4

Variable

Read

Diagnostics at pin 1, pin 2 or pin 4. The numeric value
contains bit-coded information:

e Bit 0: Short circuit,
e Bit 1: Overload protection,
* Bit 2: Over-temperature protection,
e Bit 3: Overvoltage protection,
e Bit 4: Overcurrent,
e Bit 5: Undercurrent
e Bit 0: Over-temperature
e Bit 1: Undertemperature
e Bit 2: Overvoltage
e Bit 3: Undervoltage
* Bit 4: Watchdog
0: Diagnostics not active

1: Diagnostics active
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Address Space & X DataAccess View
% o Highight v | e Server Node Id Display Name Value Datatype  Server Timestamp ource Timestamp  Statuscode
3 Root Al OPC UA . NSE[Numericl..  DiagnosticsPin1 0 Int32 06:36:44.000 06:36:44.000 Good
~ I Objects 2 OPCUA.. NSE[Numericl..  DiagnosticsPin2 0 Int32 06:36:44.000 06:36:44.000 Good
v DeviceSet 3 OPCUA.. NSé[Numericl..  DiagnosticsPind 0 Int32 06:36:43.000 06:36:43.000 Geod

v & 10-Link Master PROFINET
> [ Configuration
> % DeviceConfiguration
> & Devicelnformation
@ DeviceManual
@ DeviceRevision
> & Forcing
@ HardwareRevision
~ % |0LinkMaster
> I3 Alarms
> I3 Capabilities
@ DevicelD
> I3 Diagnostics
> I3 Identification
> I3 Management
% MasterConfigurationDisabled
> % MethodSet
> & ParameterSet
~ @ PortX0
> 12 Alarms
> [0 Capabilities
> I3 Configuration
@ DeviceConfigurationDisabled
~ |2 Diagnostics
> I Configuration
> I Current
v [ Flags
> @ DiagnosticsPinl
> @ DiagnesticsPin2
> @ DiagnosticsPind
> 1) Temperature
> 2 voltage
I Information
&% MethodSet
@ NodeVersion
> b ParameterSet
> |2 SIOProcessData

8.6.3.7 Statistics

The OPC UA server provides nodes with statistical information. For example, the OPC UA client can read
the maximum measured current at pin 1 of a port in node MaxCurrentPin1.

Node name ————INode class |Access [Deseripion |

Current

MaxCurrentPin1, Variable Read Maximum current at pin 1, pin 2 or pin 4 since reset
MaxCurrentPin2, of value, unit: mA

MaxCurrentPin4

MinCurrentPint, Variable Read Minimum current at pin 1, pin 2 or pin 4 since reset
MinCurrentPin2, of value, unit: mA

MinCurrentPin4

Temperature

MaxTemperaturePin1, Variable Read Maximum temperature at pin 1, pin 2 or pin 4 since
MaxTemperaturePin2, reset of value, unit: °C

MaxTemperaturePin4

MinTemperaturePin1, Variable Read Minimum temperature at pin 1, pin 2 or pin 4 since
MinTemperaturePin2, reset of value, unit: °C

MinTemperaturePin4

Template

MaxVoltagePin1, Variable Read Maximum voltage at pin 1, pin 2 or pin 4 since re-
MaxVoltagePin2, setting the value, unit: mV

MaxVoltagePin4

MinVoltagePin1, Variable Read Minimum voltage at pin 1, pin 2 or pin 4 since reset
MinVoltagePin2, of value, unit: mV

MinVoltagePin4
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B Sl

Address Space
& Mo Highlight = #
» & Port X7 AL
v I Statistics 2
v 3 Port X0 2
¥ O Current 5
» @ MaxCurrentPin1 6
» @ MaxCurrentPin2 g
» @ MaxCurrentPind g
» @ MinCurrentPini 10
» @ MinCurrentPin2 "
> @ MinCurrentPind 5
> 2 10Link 14
v O Temperature 15
» @ MaxTemperaturePin1 1?
» @ MaxTemperaturePin2 18

» @ MaxTemperaturePind

» @ MinTemperaturePin?
» @ MinTemperaturePin2

» @ MinTemperaturePind

v 2 Voltage
» @ MaxVoltagePin1
» @ MaxVoltagePin2
» @ MaxVoltagePind
» @ MinVoltagePin1
» @ MinVoltagePin2
» @ MinVoltagePind

8.6.3.8

NTP Client Configuration

Server

OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
OPC UA Server
QOPC UA Server
OPC UA Server
OPC UA Server

MNode Id Display Name Value Datatype
NS6[Numericl34... MaxCurrentPini 109 Int32
NS6INumericl34... MaxCurrentPin2 0 Int32
NS6INumerici34... MaxCurrentPind 0 Int32
NS6[Numerici34... MinCurrentPin1 104 Int32
NS6[Numeric|34... MinCurrentPin2 0 Int32
NSE[Nurmernicl34... MinCurrentPind 0 Int32
NS6|Numerici34... MaxTemperaturePin1 437 Float
NS6INumerici34... MaxTemperaturePin2 437 Float
NS6[Mumeric|34... MaxTemperaturePind 437 Float
NSB[Numericl34... MinTemperaturePin1 422 Float
NS6|Numerici34... MinTemperaturePin2 422 Float
NS6[Numeric|34... MinTemperaturePind 422 Float
NS6[Numericl34... MaxVoltagePin1 23550 Int32
NS6[Numericl34... MaxVoltagePin2 -220 Int32
NS6|Nurmerici34... MaxVoltagePind <213 Int32
NS6[Numeric34... MinVoltagePin1 23525 Int32
NS6[Numeric]34... MinVoltagePin2 -244 Int32
NS6|Numeric|34... MinVoltagePind -233 Int32

The OPC UA server provides nodes for configuring the NTP client.

Node name ——~Node class |Access [Descripton |

NtpClientServerlpAddress

Variable

Read/

write

e |P address of the NTP server

e The NTP client uses the set IP address to

get the time from an NTP server.

The IP address must be converted to a dec-
imal number. The calculation is described
according to the table.

The value 0 disables the function.

NtpClientServerlpAddressFall-
back

Variable

Read/
write

IP address of the NTP server (fallback)

The optional additional IP address if the
NTP server cannot be reached via the IP
address in node NtpClientServerlpAddress.

The IP address must be converted to a dec-
imal number. The calculation is described
according to the table.

The value 0 disables the function.

NtpClientUpdateConfiguration

Variable

Write

Method for writing the nodes NtpClientServerl-
pAddress and NtpClientServerlpAddressFall-
back.

The following formula is used to convert the IP address to a decimal number. Starting from an IP address

in A.B.C.D format:

((A*256 +B)*256 +C)* 256 + D = IP address as a decimal number

Example for IP address 192.53.103.108

8 — Configuration/Setting | EP8C001 — IO-Link Master EtherCAT

64



8.6.3.9

((192 * 256 + 53) * 256 + 103) * 256 + 108 = 3224725356

OPC UA PC Client

The |O-Link master is equipped with an integrated web server. With an OPC UA client, you can communi-
cate with the |O-Link master.

For test purposes, the UaExpert from Unified AutomationGmbH can be used, for example: www.unifiedau-
tomation.com

An OPC UA client can access the 10-Link master in read mode with “anonymous” authentication.

An OPC UA client can access the |IO-Link master in read and write mode with the authentication “User
name and password” if the user used has write permissions.

Connect to I0-Link Master
Prerequisites
¢ You have an OPC UA client.

e |f you want to write to the 10-Link master: You know the username and password and have write ac-
cess.

* You know the IP address of the |O-Link master.
Without a user name and password, you can access the |O-Link Master “anonymously” and read data.

Step-by-Step Instructions
Establish a connection to the 10-Link master:
e Start UaExpert
¢ Use File > New to create a new project.
e Use Server > Add to add a new server.
The Add Server dialog appears with the Discovery tab.

Discovery tab (default) Advanced tab
Bl Add server 7 x B ~dd Server ? x
Corficuration Narse [Test ] Confs \Name [0PC UA Server £192.168.100. 111 |
Diwcovery  Advanced PXI Store Defauit v
Endoant Fiter: o Fiter - Dlocovery | Advanced
A, Local Server Information
v " Local Network . - -
@ Microsoft Termin al Services Endpoint Url (opc. top:/f192. 168. 100, 111: 4840/
@ Microsoft Windows Netwerk Reverse Comect o
¢ % Web Client Network Security Settings
v b Reverse Discovery
& < Double clickto Add Reverse Diccovery.. > Searity Cdicy L bt
v & Custem Discovery Message Security Mode  None ~
# < Double chickte Add Server...>
3 O Fecently Used Authentication Settings
O Anonymous
Username lroat | O store
© .’ J
Password LT
Certificate
Authenbcaton Setange
Private Key
O Anonywous
Session Settings
Username root A stece
il Session Name [5V1-1738:UnifiedAutomaton:UaExpert |
Password ey
Cernficate
o)
Private Koy
[7] Connect Automstically A Connect Automatically
— o
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¢ In the Configuration name field, enter a name for your configuration, e.g. Test.
¢ Select the Advanced tab.

¢ In the Server Information section of the Advanced tab, enter the following in the Endpoint Url data
field: opc.tcp://<IP Address>:4840 For <IP Address>, enter the device’s IP address.

¢ |n the Authentication Settings area, select Username/Password if you want write access to the device
or Anonymous if read access is sufficient.

¢ |f you have selected the Username/Password option, enter your username and, if applicable, your
password there.

e Then click OK.
In the project window, the UaExpert enters the server under Project >Servers, e.g. Test.
¢ QOpen the context menu of the server (Test) and select Connect.
The connection is established.
Prerequisites
e You have an OPC UA client.
¢ You know the username and password and have write access.
* You know the IP address of an NTP server.
* You have converted the IP address of this NTP server to a decimal number as described below.
* You have already established a connection to the MVK device.

Example of an NTP Server

NTP server ptbtime1.ptb.de of the Physikalisch-Technische Bundesanstalt in Braunschweig with the IP ad-
dress 192.53.103.108

Replacement NTP server (optional) of the NTP server ptbtime2.ptb.de of the Physikalisch-Technische Bun-
desanstalt in Braunschweig with the IP address 192.53.103.104

Converting an IP address to a decimal number

The following formula is used to convert the IP address to a decimal number. Starting from an IP address
in A.B.C.D format:

((A*256 +B)*256 +C) * 256 + D = IP address as a decimal number

Example for IP address 192.53.103.108
((192 * 256 + 53) * 256 + 103) * 256 + 108 = 3224725356

Step-by-Step Instructions
¢ |n the Address Space window, open the context menu:
Root> Objects> DeviceSet> [Device name] > Configuration> NtpClient>NtpClientUpdateConfiguration.
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Address Space & x
& Mo Highiight b
3 Root
v [ Objects
o & DeviceSet
v & [Device name]
v [ Configuration
» =% FactoryReset
¥ q‘ Metworklnformation
v & NtpClient
v [ Curren:Configuration
> @0 NtpClientServerlpAddress
» @ NtpClientServerlpAddressFallback
v =9 NtpClientUpdateConfiguration
@ InputArguments
@ OutoutArguments
> & Softwarelpdate
> a Devicelnformation

¢ Select Call from the context menu.

v @ MtpClient
v |2 CurrentConfiguration
@ MtpClientServerlpAddress
» @ MtpClientServerlpAddressFallback
v @ NepCliey 7 = E '
@ Inpui +% Rebrowse

W Outp =g Call..

The Call NtpClientUpdateConfiguration on NtpClient dialog box is displayed:

B Call NtpClientUpdateConfiguration on NtpClient 7 *
 Input Arguments
Name Value DataType Description
ServerlpAddress |3224?25356 | UInt32
ServerlpAddressFallback |37_24?25352| | UInt32
Name Value DataType Description
Status | | nt32

Call :__Close _I

In the Input Arguments area, enter the value 3224725356 in the ServerlpAddress input field for the
IP address of the NTP server.

In the Input Arguments area, enter the number 3224725352 in the ServerlpAddressFallback input
field for the IP address of the replacement NTP server.

Click Call.

If the function call was successful, the output field to the right of Status in the Output Arguments area dis-
plays the value 0. A green bar with the text “Succeeded” is displayed in the Result area.

The two variables ServerlpAddress and ServerlpAddressFallback are now set. The device obtains the cur-
rent time from the time server via NTP and synchronizes its internal time.
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B Call NtpClientUpdateConfiguration on NtpClient T x

Name Value DataType Description
ServerIpAddress |3224?25356 | UInt32
ServerlpAddressFalback |3224725352 | umtz2
Name Value DataType Description

Status o | mnta2

8.7 Object Directory

8.7.1 Setting the 10-Link Master

Digital 10 Layout Configuration

Type Default-
N il sl
0x2001  |PD Layout Configura- |UNIT8 RW 0 0: Port-based
tion 1: Pin-based

. INFORMATION

After restarting the device, the changes to the web server settings take effect.

DO Substitute Configuration

Type Default-
value

0x2002:0 |DO Substitute Configu-

ration
0x2002:0 |Highest supported UNIT8 RO 1
subindex
0x2002:1 |DO Substitute Mode  |UNIRT8 RW 0 0: Off

2: Hold last
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8.7.2

Setting 10-Link Ports

Digital Ports 10-Link-Port Class A/B

0x2100

Configuration Port X0 Parameters

Name _ ___________Type

RECORD

0x2110

Configuration Port X1 Parameters

0x2120

Configuration Port X2 Parameters

0x2130

Configuration Port X3 Parameters

0x2140

Configuration Port X4 Parameters

0x2150

Configuration Port X5 Parameters

0x2160

Configuration Port X6 Parameters

0x2170

Configuration Port X7 Parameters

X7).

INFORMATION

Parameter 0x21n0 (n = Ports XO ...

mmmm

0x21n:00

Port Xn Parameters (UNIT8

0x21n:01

Pin 4 (C/Q) BOOL |RW

FALSE

0x00 (0dec) Digital Input (NO)

0x01 (1dec) Digital Input inverted
(NC)

0x21n:0.2

Digital input filter UINT8 RW

Pin 4 (C/Q)

0x00

0x00 (0dec) No filter
0xO0A (10dec) 1ms filter
Ox1E (30dec) 3ms filter
0x32 (50dec) 5ms filter
0x64 (100dec) 10ms filter
0x96 (150dec) 15ms filter

0x21n:0.3

Reserved - =

0x21n:0.4

Digital Mode UINT8 RwW
Pin2 (1/Q)

0x04 (4dec)

0x00 (0dec) Digital Input (NO)

0 0x01 (1dec) Digital Input inverted
(NC)

0 0x02 (2dec) Digital Output
0 Ox03 (3dec) Static ON (24V)
0 0x04 (4dec) Deactivated

0x21n:0.5

Digital Input Filter  |UINT8 RW

Pin2 (I/Q)

0x0A
(10dec)

0x00 (0dec) = No filter
Ox0A (10dec) = 1 ms filter
Ox1E (30dec) =
0x32 (50dec) = 5 ms filter
0x64 (100dec) = 10 ms filter
0x96 (150dec) = 15 ms

3 ms filter

0x21n:0.6

|O-Link Process UINT8 RW

Data Swap

0 = No Swap
1 = 16 Bit Swap

In case of odd data length the last
byte will not be touched

2 = 32 Bit Swap
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Index _IName _______|Type _|Access |Defaultvalue |Meaning

In case the data length is not on 4
byte boundary

* 3 byte, swap of byte x with x+2.
x+1 will not be touched

¢ 3 byte, swap of byte x with x+2.
x+1 will not be touched

* 1 byte, byte will not be touched
3 = Full Swap

8.7.3 Device Reset

Firmware Update
Ox5FFF  |Reset to Factory UNIT8 1: Device Config

2: Network Config
3: Application Config
4: Factory reset
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9 Operation

9.1 LED Display

The device has separate and clearly arranged displays:
e LED display for inputs and outputs
e LED display BUS
e LED display POWER
e Advanced LED displays

In order to assure unequivocal allocation of displayed information, the LEDs are correspondingly identified
at the device’s front panel. Displays include static illumination and blinking LEDs.

9.1.1 * Flashing Behavior:

50

4”_'47
! ms
on
10 Hz
off
on
100
5Hz — e
off —|
on
250 |
2 Hz ms 1>
off -
on | —
1 Hz P 500
ms

Off*‘

9.1.2 LED Display for Inputs and Outputs

A separate status display is assigned to each input and output.

Pin 2 Digital Input DI

ndicator~——Staus ————Jpeseripion

Continuous light Fixed configuration: DI (NO) visible in process data.
Yellow 24V
VA ’Flashing 1 Hz ’Overload/short-circuit of the sensor supply
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Red

Status________JDescription |

24V + Pin 1

Off

Pin 2 is not used or is switched off

Pin 2 Digital

Output DO

indicator ~—Staus ————Jpescripion

Continuous light

Fixed configuration: DO can be switched via process data

Yellow 24V
. Continuous light Overload/short circuit at pin 2
Red
VA Flashing 1 Hz Overload/short-circuit of the sensor supply
Red 24V + Pin 1
Off Pin 2 is not used or is switched off
Input or Output Error

If an error occurs on an input or output, the corresponding LED on the M12 slot lights up red.

Pin 4 Digital

Input DI

ndicator ~——Staus ————Jpeseripion

Continuous light Fixed configuration: DI (NO) visible in process data
Yellow 24V
VA Flashing 1 Hz Overload/short-circuit of the sensor supply
Red 24V + Pin 1
Off Pin 4 is not used or is switched off
Pin 4 Digital Output DO

Status________JDescription |

Continuous light

Fixed configuration: DO can be switched via process data 24 V

Yellow
. Continuous light Overload/short circuit at pin 4
Red
VA Flashing 1 Hz Overload/short-circuit of the sensor supply
Red 24V + Pin 1
Off Pin 4 is not used or is switched off

Pin 4 10-Link Mode
indicator ——Staus ————Jpescripion ]

[ | Continuous light IO-Link in status Operate.

Green

Y/ Flashing 1 Hz « Device is not connected

Green * No communication with connected device.
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N e

VA Flashing 10 Hz e |O-Link in Pre-Operate status during data retention
Green * Validation failed. Incompatible 10-Link device connected.
[ | Continuous light Overload/short circuit at pin 4
Red
Vi Flashing 1 Hz * Validation failed.
Red * Incompatible I0-Link device connected for data storage.
¢ Data storage failed.
Oft IO-Link connection deactivated.

9.1.3

LED Display RUN_ERR

RUN ERR

H B

L/A1 L/A2

HHH

o

UA US

¢ RUN-LED shows the status of the bus system.

LED Display BUS_RUN
ndicator ——|Stas ————Joescripton

[ | Continuous light Device in OPERATIONAL mode
Green
Y/ Short flash long Device in SAFE-OPERATIONAL mode
pause(single flash)
Green
V/ Flashing 2.5 Hz Device in PRE-OPERATIONAL mode
Green
Oft Device in INIT mode
Off

LED Flashing Green

You can do this:

Check the operating condition of the PLC.

LED Display ERR
indicator —[Status__—Jpescription |

VA Flashing 2.5 Hz Configuration error
Red
VA Short flash long The slave device application has changed the EtherCAT status
pause(single flash) autonomously
Red
VA Flash-flash pause (dou- |Application watchdog timed out
ble flash)
Red
Off The device’s EtherCAT communication is working
LED Display Red

You can do this:
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Check PLC confi

9.1.4  LED Display L/A1/LA2

guration.

RUN ERR

H B

L/A1 L/A2

HHH

UA US

mim

POWER

e L/A1 and L/A2 (Link/Activity) show the status of the EtherCAT communication on the respective port.

LED Display L/A1 and L/A2

indicator ——|Staus —————Jpescripton ]

Continuous light

The device

Green * is connected to the EtherCAT network
e does not send/receive EtherCAT frames
% Flashing The device
Green * is connected to the EtherCAT network
e sends/receives EtherCAT frames
Off The device is not connected to the EtherCAT network.
Off

LED Display Off

You can do this:
Check the cable

connections.

9.1.5 LED Display Status

ST - indicates the status of the entire device.

LED Display

ST

Status ________[Descripon |

Continuous light

The regular FW is running. Error-free operation.

Green

VA Flashing 4 Hz The process requested by the position of the rotary switch is
carried out. Do not switch off the device.

Green

VA Flashing 2 Hz Invalid rotary switch position. The system will not start.

Red

. Continuous light Initialization error. Error during device initialization.

Red e HW problems,

¢ No valid configuration,
* No COM FW found
¢ Rotary switch operation failed etc.
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Red LED Flashes

You can do this:

¢ Select a valid position.

¢ Restart the device.

9.1.6  LED Display POWER US and UA

RUN ERR

H B

L/A1 L/A2

HHH

UA US

mim

POWER

The Power LEDs Indicate the Status of the Supply Voltages

e UA actuator voltage

¢ US operating voltageLED display ST

LED Display POWER US

ndicator ——|Stas —————Jbescripton ]

| Continuous light 18 V < US < 30 V Error-free operation
Green
. Continuous light 11V < US < 18 V undervoltage
Red
V/ Flashing 4 Hz US > 30 V overvoltage
Red
Off US < 11 V No voltage
Off

LED Display POWER UA

ndicator ——|Staus —————Jpescripton

. Continuous light 18 V < US < 30 V Error-free operation
Green
. Continuous light 11V < US < 18 V undervoltage
Red
Vi Flashing 4 Hz US > 30 V overvoltage
Red
Off US < 11 V No voltage
Off

. INFORMATION

At US < 18V, fault-free operation is no longer guaranteed.

9.2 EtherCAT Diagnostic Messages

The object Ox10F3 is available for the diagnostics function. Up to 250 diagnostic messages can be stored
there in a ring buffer.

All events that triggered a telegram in the device are recorded.
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Possible Messages
EtherCAT system diagnostics generated by the IO-Link master:

¢ |nformation

* Warning

e Error

|O-Link events sent from the connected |O-Link device to the master.

In addition, a time stamp [ns] is left in object 0x10F8 “Timestamp Object” for each diagnostic message.

Emergency Telegrams

Emergency telegrams are messages that are actively sent from the device to the EtherCAT master in the
event of certain events/problems. This is an unconfirmed, CoE-based service.

Device-Related Diagnostic Messages

Error EtherCAT Diag Code EtherCAT Emergency
identifier (5 Bytes)

0x0100 O0xFFOOE800 0x0X, 0x00, 0x00, 0x01,0x00 |Undervoltage Us
0x0101 OxFFO1E800 0x0X, 0x00, 0x00, 0x01,0x01  |Overvoltage Us
0x0102 OxFFO2E800 0x0X, 0x00, 0x00, 0x01,0x02 |Overtemperature
0x0103 OxFFO3E800 0x0X, 0x00, 0x00, 0x01,0x03 |Overload at Us
0x0104 OxFFO4E800 0x0X, 0x00, 0x00, 0x01,0x04 |Overload at Ua
0x0105 OxFFO5E800 0x0X, 0x00, 0x00, 0x01,0x05 |Undertemperature
0x0106 OxFFOGE800 0x0X, 0x00, 0x00, 0x01,0x06 |Undervoltage Ua
0x0107 OxFFO7E800 0x0X, 0x00, 0x00, 0x01,0x07 |Overvoltage Ua
0x0108 OxFFO8E800 0x0X, 0x00, 0x00, 0x01,0x08 |Force mode active

INFORMATION

EtherCAT telegram: First byte is:
- 0x00 for the occurring diagnoses and
- 0x01 for disappearing diagnoses.

Port-Related Diagnostic Messages

Error iden- |EtherCAT EtherCAT Emergency (5 Bytes) Text ID
tifier Diag Code

0x1800 0x0001E002 |OxEO, 0x02, OxXX, 0x18, 0x00 0x002C  |No device (communica-
tion)

0x1801 OxEOQ, 0x02, OxXX, 0x18, 0x01 0x0001 Startup parameterization

E— error

0x1802 O0xEO, 0x02, 0xXX, 0x18, 0x02 0x0002 Incorrect Vendor ID

0x1803 O0xEQ, 0x02, 0xXX, 0x18, 0x03 0x0003 Incorrect DevicelD

0x1804 OxEO, 0x02, 0xXX, 0x18, 0x04 0x0004  |Short circuit at pin 4 (IOL)

0x1805 0OxEO, 0x02, 0xXX, 0x18, 0x05 0x0005 Overtemperature

0x1806 OxEO, 0x02, OxXX, 0x18, 0x06 0x0006 Short circuit at pin 1

0x1807 OxEO, 0x02, 0xXX, 0x18, Ox07 0x0007 Overcurrent at pin 1

0x1808 OxEOQ, 0x02, 0xXX, 0x18, 0x08 0x0008 Device Event overflow

0x1809 OxEO, 0x02, OxXX, 0x18, 0x09 0x0009 Backup inconsistency —
memory out of range
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Error iden- |EtherCAT EtherCAT Emergency (5 Bytes) Text ID
tifier Diag Code

O0x180A 0xEO, 0x02, OxXX, 0x18, 0x0A 0x000A  |Backup inconsistency -
identity fault

0x180B OxEQ, 0x02, 0xXX, 0x18, 0x0B 0x000B  |Backup inconsistency —
Data storage error

0x180C OxEOQ, 0x02, 0xXX, 0x18, 0x0C 0x000C Backup inconsistency -
upload fault

0x180D O0xEO, 0x02, 0xXX, 0x18, 0xOD 0x000D  |Backup inconsistency —
download fault

0x180E OxEO, 0x02, 0xXX, 0x18, OxOE 0x000E Class B power (pin 2)
missing or undervoltage

0x180F OxEO, 0x02, 0xXX, 0x18, OxOF 0x000F Class B power (pin 2)
short circuit

0x1810 OxEO, 0x02, OxXX, 0x18, 0x10 0x0010 Short circuit at pin 2

0x1811 OxEO, 0x02, OxXX, 0x18, Ox11 0x0011 Short circuit at pin 4 (digi-
tal out)

0x1812 OxEQ, 0x02, OxXX, 0x18, 0x12 0x0012 Overcurrent at pin 2

0x1813 OxEO, 0x02, 0xXX, 0x18, 0x13 0x0013 Overcurrent at pin 4 (digi-
tal out)

0x6000 0xEQ, 0x02, OxXX, 0x60, 0x00 0x0014 Invalid cycle time

0x6001 0xEOQ, 0x02, OxXX, 0x60, 0x01 0x0015 Revision error — incompati-
ble protocol version

0x6002 OxEOQ, 0x02, 0xXX, 0x60, 0x02 0x0016 ISDU batch failed

OxFF26 OxEOQ, 0x02, OxXX, 0x60, 0x26 0x0017 Port status changed - Use
"SMI_PortStatus" service

] for port status in detail

OxFF27 OxEOQ, 0x02, 0xXX, 0x60, 0x27 0x0018 Data Storage upload com-
pleted and new data object
available

OxFF31 OxEO, 0x02, 0xXX, 0x60, Ox31 0x0019 DL: Incorrect Event signal-
ing

INFORMATION

EtherCAT telegram structure:
- OxEOQO2 + port number + error code for occurring diagnoses,
- 0x0000 + port number + error code for disappearing diagnoses.
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10 Web Server

The wenglor web server is a graphical tool with which you can quickly and intuitively obtain information
about the device.

& English ~ @ Loggedinas: Admin  About

wenglor

Station Name / Station Type STATUS PARAMETERS DIAGNOSTICS 10DD CATALOG MAINTENANCE

C e — Qreren

B 10-Link Master Port X0
» Vendor information
B 10-Link Master Port X1
r
B 10-Link Master Port X2 > Device information
B 0-Link Master Port X3 » Device version
Bl i0-Link Master Port x4 » Maintenance information
B 0-Link Master Port X5
» Device status
B 10-Link Master Port X6
B 10-Link Master Port X7
H oigital 10 Channels.
H setiings / Maintenance
B user Administration

H sign out

The devices mentioned in the screenshots serve as examples.

10.1 Start Web Server

Prerequisites
Prerequisite for a correct graphical representation of the web server:
The following browsers with HTML5 and ES5 are supported by:

* Mozilla Firefox

e Microsoft Edge

e Google Chrome

To start the web server, proceed as follows:
e Start the web browser.
¢ Enter the IP address of the device in the web browser. The start screen of the web server is displayed.

10.2 Access and Login

Username and Password

Username and password at first startup

1. At first start-up, enter the login details for user name and password:
a) User name <admin>

b) Password <private>

Second Click on Login.
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4 Engish ~ @ Loggedinas Guest  About

wenglor

Station Name / Station Type
Collapse il | Expand ai

B £PsP001 10-Link Master PROFINET

v signin
B 10-Link Master Port X0 Usemame
B (0-Link Master Port X1 admin
B 10-Link Master Port X2
Password
B (0-Link Master Port X3
private °

B 10-Link Master Port X4

B (0-Link Master Port X5
B 10-Link Master Port X6

B (0-Link Master Port X7

H oigital 10 Channels.

H settings / Maintenance

B user Administration

H signin

Change Password

INFORMATION

Ensure data security.

- Change user name and password after the first login and after each factory reset.

Set password

£irst login detectes. Please deine an
Agvidual password

1 Skp thus dialog vatnout changing
wassword and do not show again,
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10.3  Start Screen

Operating Ranges

The web server is divided into 4 operating areas.

4 Engisn ~ @ Loggedinas Admin  About

Station Name / Station Type STATU

» Vendor information

& £PBPO01 10-Link Master PROFINET
B i0-Link master Pon x0
B 10-Link aster Port X1
10-Link Master Porl X2 Ll
B 1oLk master Por X3 ¥ Device version
BB 10-Liok aster Port X4 ok e K.
B 10-Link: aster Port x5
B ook maaster Pon %6 e
B 10o-Link aster Port x7
B oigital 10 Channets
B setings / mantznance

B user agministration

Hsignouw

PARAMETERS DIAGNOSTICS 100D CATALOG MAINTENANCE

|

System tree

This shows the device and available sub-functions.

Menu bar

The menu bar can be used to switch between the different pages of the device or the subfunction. In
addition, the white highlighting shows which page you are currently on.

Page content

This area displays the content of the selected page.

Header bar

Language and interface settings, system information.

104 Menu Bar

The first line of the system tree displays the device with article number and product name.

The menu bar contains the following clickable menu items:

STATUS
PARAMETER
DIAGNOSTICS
IODD CATALOG
MAINTENANCE
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wenglor

Station Hame / Station Type STATUS

[ EPBROD1 10-Link Master PROFINET

B 10-Link Master Port X0

» Vendar information
B 1Lk naaster Port X1

» Device mformation

18 10-Link Master Port xz

B i-Link haaster Port X3 b Device version

B 1-Link vamster Port X4 T G

8 10k paaster POt X5
» Device status.

B 1Lk paaster Pont X6

B 10-Link haster Port x7

& oigral 10 Channets

& setiings 1 Maintenance

& User Administraticn

B sign cur

10.4.1 STATUS Menu

The “Status” menu item contains the following sub-items:

STATUS PARAMETERS
Collapse all Expand all

» \endor information

» Device information

» Device version

» Maintenance information

» Device status

Manufacturer Information

“Manufacturer information” shows the following information:

Manufacturer name Fixed manufacturer data
Manufacturer address Fixed manufacturer data
Manufacturer phone Fixed manufacturer data
Manufacturer URL Manufacturer website

Device Information

“Device information” displays the following information:

Order Number Article number of the device
Hardware name Fixed article designation of the device
Software name Device fieldbus designation
Software number Serial number of the device
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Device Version

“Device version” shows the following information:

Hardware version Version of hardware
Software version Current software version in the device
Website version Current version of the web server in the device

Maintenance Information

. INFORMATION

The maintenance information can only be read here. The fields are entered or changed via “Settings/Main-
tenance — Maintenance information”.

“Maintenance information” displays the following information:

Name Device name, free text
Installation location Place name, free text
Contact information Contact, free text
Description Description, free text
Last maintenance date (yyyy-mm-dd) Free date entry

Next maintenance date (yyyy-mm-dd) Free date entry

10-Link Device Information

1L voltage [V] Display of sensor voltage in volts

1L current [A] Display of sensor voltage in amperes

2L voltage [V] Display of sensor voltage in volts

2L current [A] Display of sensor voltage in amperes
Temperature [°C] Display of the device temperature in Celsius
Total operating time [hh:mm:ss] Number of starts Operating time since the device was switched on
Number of starts Number of device restarts
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10.4.2 PARAMETERS Menu

The “Parameters” menu item contains the following sub-items:

STATUS PARAMETERS

» Diagnostic configuration

v

10 layout for digital channels
» OPC UA

» MQTT

» JSON

» Diagnostic buffer settings

P SNTP

OPC UA

Users with Admin and Operator rights can change settings and enter the OPC UA port number. Guest
users have read access.

OPC UA displays the following information:

Enable OPC UA Server OPC-UA server on the module active/passive

Allow OPC UA clients to write ISDU data OPC-UA client may write ISDU data (Indexed Ser-
vice Data Unit) to the module on the IO-Link master

Allow OPC UA clients to write PDO data OPC-UA client is allowed to write PDO (process
data objects) to the assembly on the |O-Link master

OPC UA port number Display/definition of OPC-UA port

MQTT

Users with admin and operator rights can change settings and enter the IP address of the MQTT server.
Guest users have read access.

“MQTT” shows the following information:

Activate MQTT MQTT client on the assembly active/passive
MQTT server IP address IP address of the MQTT server

MQTT Client ID Read/Write MQTT Client ID

Client head topic Reading/writing an MQTT topic

Topic for system Reading/writing an MQTT topic

JSON

Users with admin and operator rights can enable and disable JSON. Guest users have read access.
“JSON” shows the following information:

Activate JSON |JSON interface on the module active/passive
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10.4.3

DIAGNOSTICS

The “Diagnostics” menu item displays the incoming and outgoing alarms of the master.
The menu shows an overview of the diagnostic messages.

Depending on the setting in the “Please select an entry” drop-down menu, the following diagnostics of the
device are displayed:

e Enabled

¢ All diagnoses pending at the time of the web server call.

¢ All diagnoses that no longer exist are not displayed.

e History

¢ All diagnoses no longer available from the residual diagnostic memory are displayed.

e More than 40 diagnoses in memory. The latest diagnostics overwrites the oldest in the memory.

Station Name / Station Type STATUS PARAMETERS DIAGNOSTICS 10DD CATALOG MAINTENANCE
B EP8P001 10-Link Master PROFINET Please select an entry:
& 10-Link Master Port X1
B 10-Link Master Port X2
Key Description Channel Severity Type Time -
B 10-Link Master Port X3
10-Link master event No Device (communication) 0 [ Fauit 4 Occured 0006:13:15:14
& 10-Link Master Port X4
B 10-Link Master Port X5
& 10-Link Master Port X6
& 10-Link Master Port X7
H pigital 10 Channels
& settings / Maintenance
B User Administration
H sign out

10 — Web Server | EP8C001 — I0-Link Master EtherCAT 84



10.4.4 10DD CATALOG Menu

In the “IODD CATALOG” menu item, users can manage the IODD files on the device.

4 Engish ~ @ Loggedinas:Admin  About

wenglor

station Name / Station Type

10DD CATALOG MAINTENANCE
[ EP8P001 10-Link Master PROFINET T Refresh

B 10-Link Master Port X0 Volume nformation

wenglor sensoric GmbH P3PC301

] 58.44 kB 0f 200 k8 used

B 10-Link Master Port X1

O Device Name v Vendor Name Version Size in kB
B 10-Link Master Port X2 o) EPBHO0T wenglor 2024-08-26 (V1.1.0) 5
B 10-Link Master Port X3 o EPBHO02 wenglor 2024-08-26 (V1.1.0) 5
B 10-Link Master Port x4 a P1PY201 ‘wenglor sensoric GmbH 2024-12-04 (V1.151) 14
8 iouncasierporxs O evom T 20281070102 .
B 10-Link Master Port X6 a P1XD202-Master ‘wenglor sensoric GmbH 2024-09-24 (V1.0.1) 12
& 10-Link Master Port X7 P3PC301 wenglor sensoric GmbH 2024-08-07 (V1.06) 13

H oigtal 10 Channels
[ settings / Maintenance
B user Aaministration

H sign out

10.4.5 MAINTENANCE Menu

Users with administrator and operator rights can delete the diagnostic memory in the “Maintenance” menu
item.

#x English ~ @ Loggedinas: Admin  About

wenglor

Station Name / Station Type TUS PARAMETE! DIAGNOSTICS 10DD CATALOG MAINTENANCE
B EP8P001 10-Link Master PROFINET Coliapse all
B 10-Link Master Port X0

v Erase diagnostics history
B 10-Link Master Port X1

B 0-Link Master Port X2 Erase diagnostics history

B 10-Link Master Port X3

B 10-Link Master Port X4
B 0-Link Master Port X5
B 10-Link Master Port X6
B 10-Link Master Port X7
H oigital 10 Channels.

H setiings / Maintenance
B user Administration

H sign out
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10.5 10-Link Master Port

The system tree displays 8 IO-Link master ports (X0 ... X7), which can be selected individually. Depending
on the user role, information can be read or functions configured here. When 10-Link communication is ac-
tive, the 10-Link device name automatically appears under the relevant port.

Station Name / Station Type STATUS

H EP8P001 10-Link Master PROFINET Collapse all Expand all

E 10-Link Master Port X0

-

10-Link Master Status
B 10-Link master Port X1

-

Pin 1 - Us Supply Status (L-
B 10-Link Master Port X2 i 1 -Us Supply Status (L+)

B 10-Link Master Port X3

-

Pin 2 - DIOJAUX Power (ClassB) Status

B 10-Link master Port x4

-

Pin 4 - I0-Link/SIO Status
B 10-Link Master Port X5

10.5.1 STATUS Menu

The |O-Link master status is displayed here in the Status menu.

STATUS INFORMATION CONFIGURATION
Collapse all | Expand all

¥ |O-Link Master Status

- State Operate

- Quality 0x2

- Revision ID 0x11

- Baudrate 230.4 kbps
- Cycle time 0.8 ms

- Input data length 5

- Output data length 1

- Vendor 1D 0X57

- Device ID OX3F175A

If pin 4 is in I0-Link mode, all relevant I0-Link data including the I/O bytes of the device are displayed
(see Fig. 10-10: “IO-Link Master Port — 10-Link Master Status”).

If pin 4 is in operation without an 10-Link device connected, it is displayed that no device is connected.

STATUS CONFIGURATION
Collapse all | Expand all

¥ |O-Link Master Status

- Port function Digital input

For example, if pin 4 is configured as a digital input, this is also displayed here (see Fig. 10-11: “IO-Link
master port — |O-Link master status in digital mode”).

Possible status displays:
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e Status: Deactivated
e Status: Digital input
e Status: Digital output

Port Status — Pin 1

“Port Status — Pin 1” displays the following information

Temperature [°C]

Temperature in degrees Celsius

Voltage [V] Voltage in volts
Current [A] Current in amps
Status Status of pin

Port Status — Pin 2

“Port Status — Pin 2” displays the following information

Temperature [°C]

Temperature in degrees Celsius

Voltage [V] Voltage in volts
Current [A] Current in amps
Status Status of pin

Port Status — Pin 4

“Port Status — Pin 4” displays the following information

Temperature [°C]

Temperature in degrees Celsius

Voltage [V] Voltage in volts
Current [A] Current in amps
Status Status of pin

10.5.2 INFORMATION Menu

The “Information” menu item contains the following sub-items:

STATUS INFORMATION

Collapse all Expand all

¥ |O-Link Device Information

- Min cycle time

- Function 1D

- Number of profile 1Ds
- Vendor name

- Vendor text

- Product name

- Product ID

- Product text

- Serial number

- Hardware revision
- Firmware revision

CONFIGURATION IO-LINK PARAMETERS

0.8 ms

]

4

wenglor sensoric GmbH
the innovative family
P3PC301

P3PC301

Laser Distance Sensor Triangulation
750073271

V01.00.00

V01.00.00
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10-Link Device Information

The technical data and manufacturer information of a connected and active IO-Link device on the corre-

sponding master port are displayed here.

“lO-Link Device Information” displays the following information:

Min. cycle time

Minimum process cycle time of the 10-Link device

Function-ID

Function ID of the 10-Link device

Number of profile IDs

Number of profiles supported by the IO-Link device

Manufacturer name

Manufacturer name of the 10-Link device

Manufacturer text

Manufacturer text of the |O-Link device

Product name

Product name of the |O-Link device

Product ID

Article number of the 10-Link device

Product text

Additional description of the 10-Link device

Serial number

Serial number

Hardware status

Hardware status

Firmware status

Firmware status

10.5.3 CONFIGURATION Menu

In the “Configuration” menu item of the selected |O-Link port, the setting of pin 1, pin 2 and pin 4 on the
selected port is displayed and can be configured there.

Users with Operator and Admin rights can set the functions and behavior of Pin 1, Pin 2 and Pin 4.

Users with service and maintenance rights have read access.

Pin 4 can be deactivated or configured as I0-Link master, input or output.

STATUS INFORMATION

Collapse all Expand all

w Port Functions - Pin 4
Port function
Digital input signal filter

Output current limitation for DIO

» Port Functions - Pin 2
p Port Functions - Pin 1
» Port Diagnostics

» 10DD Assignment

CONFIGURATION I0-LINK PARAMETERS

I 10-Link autostart

Deactivated

|1O-Link manual configuration
Digital Input, nermally open
Digital Input, nermally closed
Digital output

Pin 2 can be deactivated or configured as input, output or DIO in “Automatic Mode”.
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STATUS CONFIGURATICN PROCESS DATA
Collapse all Expand all T Refresh

» Port Functions - Pin 4

¥ Port Functions - Pin 2

Port function I Automatic mode (DIO) V|
Digital input signal filter I No digital input filter V|
OQutput cumrent limitation for DIO I 20A v|

» Port Functions - Pin 1
» Port Diagnostics

b 10DD Assignment

If pin 2 or pin 4 is configured as an input, the digital input filters can be set individually.

STATUS CONFIGURATION PROCESS DATA
Collapse all Expand all ) Refresh

» Port Functions - Pin 4

w Port Functions - Pin 2

Port function I Automatic mode (DIO) v‘

Digital input signal filter I No digital input filter vI

Output current limitation for DIO No digital input filter
ims

» Port Functions - Pin 1
Sms

» Port Diagnostics 10ms
15ms

» 100D Assignment

10.5.4 10-LINK PARAMETERS Menu

This menu item can be used to read and write the ISDU (Index Service Data Unit) of the device during 10-
Link operation. This primarily allows an |O-Link device to be evaluated or parameterized without a control
system. The input can be made in both Hex and ASCII format.

INFORMATION

Follow the instructions in the 10-Link device manufacturer’s manual.

Users with maintenance and admin rights can write ISDU values. Users with service rights have read ac-
cess.

STATUS INFORMATION CONFIGURATION |0-LINK PARAMETERS PROCESS DATA
Collapse all Expand all T Refresh

w [SDU Communication

Index

Subindex

Input data I 00 |

Format

*All values are in hexadecimal without spaces.

Clear history
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10.5.5 PROCESS DATA Menu

10.6

10.6.1

In the “Process data” menu item, the current process data of the connected I0-Link device is displayed
continuously if pin 4 of the corresponding port has been configured as an IOL port. Example: Port X2: Pin
4 (I0Link Autostart) and Pin 2 (Digital output static on).

STATUS INFORMATION CONFIGURATION I0-LINK PARAMETERS PROCESS DATA

Collapse all | Expandall

¥ Process Data

Pin 4 IOL Input 00,07,0b,d0,fa,03

Pin 4 IOL Output 00

Force Pin 4 10L Output Data 0

']
]

Pin 2 DO

Pin 2 DI 1

Format Hexadecimal

This menu item displays the current statuses of the digital inputs. Example: Port X1: Pin 4 (DI) and Pin 2
(D1)

STATUS CONFIGURATION PROCESS DATA

Collapse all | Expandall

¥ Process Data

Pin 4 DI

Pin 2 DO I 1 |

Pin2 DI

Format Hexadecimal v

Digital IO Channels / IO Overview

In the “Configuration” menu of the selected |O-Link port, the setting of pin 2 and pin 4 on the selected
port is displayed. Outputs can be set under certain conditions.

Input Data

Each user can observe the digital states of the inputs configured on the device.

10 OVERVIEW

Collapse all Expand all

¥ Input data
Port X1 Pin 4 (Channel 01)
Port X2 Pin 4 (Channel 02)
Port X3 Pin 4 (Channel 03)

Port X4 Pin 4 (Channel 04)

il

» Allow forcing outputs

» Qutput data
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10.6.2 Output Data

Allow Outputs Setting

Users with Admin, Service and Maintenance rights can allow setting of outputs in this menu.

The right is only granted if the device is not in an active fieldbus connection with the control. The control
has priority.

10 OVERVIEW

Collapse all | Expand all

» Input data
¥ Allow forcing outputs

Allow rorcmg OTOUIDUI values when there is no data EXCHHHQE with PLC

» Output data

Setting of Output Data

Guest users are not allowed to set the outputs.

All other users (admin, operator, maintenance) are allowed to set the outputs.

As soon as the user (admin, operator, maintenance) logs out, the outputs go to “0”.

As soon as a fieldbus is actively working with the device, the outputs go to “0” and then assume the sta-
tus that they receive from the controller.

10 OVERVIEW

Collapse all | Expand all

» Inputdata
¥ Allow forcing outputs

Allow forcing of output values when there is no data exchange with PLC.

w Quiput data

Port X0 Pin 2 (Channel 10)
Port X1 Pin 2 (Channel 11)
Port X2 Pin 2 (Channel 12)
Port X3 Pin 2 (Channel 13)
Port X4 Pin 2 (Channel 14)
Port X5 Pin 2 (Channel 13)
Port X6 Pin 2 (Channel 16)
Port X7 Rin 2 (Channel 17)
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10.7 Settings / Maintenance

10.7.1 MAINTENANCE INFORMATION Menu

The maintenance information appears in the device in the menu item “Status” and submenu “Maintenance
information”.

STATUS PARAMETERS DIAGNOSTICS 10DD CATALOG MAINTENANCE

Collapse all Expand all

» Vendor information

-

Device information

L 4

Device version

 Maintenance information

- Name EP18P001-23
- Installation location G4P1
- Contact information

- Description 10-Link Master
- Last service date (yyyy-mm-dd) 2024-12-03
- Next service date (yyyy-mm-dd) 2025-12-03

-

Device status

Users with service, maintenance and admin rights can enter information about the device here.

DEVICE CONFIGURATION IMAINTENANCE INFORMATION FIRMWARE FACTORY RESET
Collapse all Expand all

w Maintenance information

Name I EP18P001-23 |
Installation location I G4P1 |
Installation date (yyyy-mm-dd) I 2024-12-03 |
Contact information I |
Description I 10-Link Master |
Last service date (yyyy-mm-dd) I 2024-12-03 |
Next service date (yyyy-mm-dd) I 2025-12-03 |
Apply

10.7.2 FIRMWARE Menu

This menu item displays the data of the firmware running on the device.

Users with service, maintenance and admin rights can install new firmware on the device here, provided in
ZIP folders. After successful loading, the device checks the firmware container and starts automatically
with the new firmware version.
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10.7.3

10.8

4= English ~ @ Loggedinas:Admin  About

wenglor

Station Name / Station Type DEVICE CONFIGURATION MAINTENANCE INFORMATION FIRMWARE FACTORY RESET
[ EP8P001 10-Link Master PROFINET Collapse all | Expand all

B 10-Link Master Port X0
v Details of current active fimware

& 10-Link Master Port X1

- Hardware name 10-Link Master PROFINET
B 10-Link Master Port X2 _ Sofware version P60
B 10-Link Master Port X3 -Kemel version V12020
B (0-Link Master Port X4 - Webpage version 200V
B 10-Link Master Port X5 v Fimware update
B 10-Link Master Port X6
File

& 10-Link Master Port X7 I -

& Digital 10 Channels

[ settings / Maintenance
B User Administration

H sign out

FACTORY RESET Menu

In this menu item, users with service, maintenance and admin rights can reset the entire device or individ-
ual sub-areas (device information, network, application).

#= English ~ @ Loggedin as:Admin  About

wenglor

Station Name / Station Type DEVICE CONFIGURATION MAINTENANCE INFORMATION FIRMWARE FACTORY RESET

B £P6P001 10-Link Master PROFINET Coliapseall | Expanaan

& 10-Link Master Port X0
v Factory reset

& 10-Link Master Port X1

B 10-Link naster Port X2 @ Delete stored device information e.g. Device Maintenance Information, NTP setings, OPC UA IO-Link Master specific tags, etc.

B 10-Link waster Port X3 Delete stored network adapter settings e.g. Communication and IP Address Configuration, Name Of Station, efc.
B 10-Link Master Port X4

B 10-Link Master Port X5 Delete stored application parameters €9, Port Configuration and Parameters, 10-Link Data Storage, etc.
B 10-Link Master Port X6

Delete all stored settings
& 10-Link Master Port X7

 pigital 10 Channels. Delete settings
H settings / Maintenance
& User Administration

H sign out

User Management

User administration can only be carried out with admin rights. Additional users with different user roles
can be created here.

The administrator default password can be changed in the system with the fieldbus running from the con-
troller.

Users log on and off in the system tree:
¢ Click on Logout.
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English ~ @ Loggedinas:Admin  About

station Name / Station Type

[ EP8P001 10-Link Master PROFINET Collapse all

B 10-Link Master Port X0

USER ADMINISTRATION

v Userlist
& 10-Link Master Port X1
Usemame v Userrole Actions
B 10-Link Master Port X2 —
2dmin Admin a
B 10-Link Master Port X3
maintenance Maintenance
B 10-Link Master Port X4 aa
B 10-Link Master Port X5 operations Operator (=)=}
B 10-Link Master Port X6

v Add new user
B 10-Link Master Port X7 Username Password Userrole

Actions
& Digital 10 Channels

H settings / Maintenance

& User Administration
H sign out
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11 Maintenance Instructions

A NOTICE

This wenglor product is maintenance-free.

Cleaning and inspection of the plug connections at regular intervals are advisable.

Do not clean the product with solvents or cleaning agents that could damage the product.
The product must be protected against contamination during initial start-up.
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12 Proper Disposal

wenglor sensoric GmbH does not accept the return of unusable or irreparable products. Respectively
valid national waste disposal regulations apply to product disposal.
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13 Declarations of Conformity

Declarations of conformity can be found on our website at www.wenglor.com in the product’s separate
download area.
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